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Application Note

Configuring an IPSec Tunnel Between a Cisco SA500 and the
Cisco VPN Client

This application note document provides information on how to configure an SA500 IPSec VPN Tunnel
for remote access with the Cisco VPN Client. The Cisco VPN Client allows the security appliance to
securely connect to small branch offices, teleworkers, and mobile workers. It provides ease-of-use,
scalability, and reduces the need for individual PC-based client applications.

= Scope and Assumptions 2

= Requirements, page 2

= Cisco VPN Client Compatibility, page 2

= Configuring the SA500 for the Cisco VPN Client 2
= Configuring the Cisco VPN Client 8

= Verifying the Client Connection 11

= Viewing the IPSec VPN Connection 12

= For More Information 13

© 2010 Cisco Systems, Inc. All rights reserved. Page 1 of 13



Configuring an IPSec VPN Tunnel Between a Cisco SA500 and Cisco VPN Client

Scope and Assumptions

The procedures and guidelines in this Application Note assume that your SA500 is set up for Internet
connectivity and has a basic configuration. It applies to an SA500 running firmware v2.1.12 or later with
the Cisco VPN Client v4.0 or later. Administrators working on this system must have a basic working
knowledge of IPSec VPNs.

Requirements

Before you begin the configuration, make sure that you have the following:
= An SA500 running firmware version 2.1.12 or later.
= Administrator access to the SA500.
= Preshared key, list of users, and user passwords.

= Cisco VPN Client software (version 4.x or later). To download this client go to:
www.cisco.com/go/sa500software.

Note. A 3-year Cisco Small Business Support Service Contract (CON-SBS-SVC2) is required to
download the client software. If you do not have a support contract, contact your partner or
reseller for more information.

Cisco VPN Client Compatibility
The Cisco VPN Client is compatible with the following:

= Windows XP, Vista (x86/32-bit only), Windows 7 (x86/32-bit only), and Windows x64 (64-bit).
» Mac OS X 10.4, 10.5, and 10.6.

Configuring the SA500 for the Cisco VPN Client

This section describes how to set up an IPSec VPN tunnel on the SA500 to allow workers to connect to
your network from remote locations with the Cisco VPN Client. To configure the SA500, you need to
create a VPN policy and then add users so they can authenticate to the device. Follow the tasks
described in following sections:

= Configuring the VPN Policy using the VPN Wizard
= Adding IPSec Users

Configuring the VPN Policy using the VPN Wizard

You configure the VPN policy by using the VPN Wizard. After creating the policy, you can update any of
the parameters by using the other options in the Configuration Utility. After the Wizard completes, you will
need to add VPN users through the IPSec VPN Users page to complete the SA500 configuration.

Note. The Wizard sets most parameters to the defaults proposed by the VPN Consortium (VPNC). For
information about the VPNC recommendations, see: http://www.vpnc.org/vpn-standards.html.

Step 1. Login to the SA500 as administrator by entering: 192.168.75.1. The default username and
password is cisco/cisco.

Step 2.  From the Configuration Utility, click VPN > IPSec > VPN Wizard, or from the Getting Started
(Advanced) page, click VPN Wizard (Select Remote Access).

© 2010 Cisco Systems, Inc. All rights reserved. Page 2 of 13


http://www.vpnc.org/vpn-standards.html
www.cisco.com/go/sa500software

Configuring an IPSec VPN Tunnel Between a Cisco SA500 and Cisco VPN Client

The VPN Wizard window appears.

mimim

4 VPN Wizard
About VPN Wizard

VPN Policies ahwvays update the parameters through the Policies menu.

IPSec Users Select VPN Type: | Remote Access v |
Passthrough
Dynamic IP Range
» SSLVPN Semver Connection Name and Remote IP Type
» SSL VPN Client
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Enable Cisco VPN Clent
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In the About VPN Wizard area, choose Remote Access to allow the security appliance to be
accessed by remote PCs that are running the Cisco VPN Client software.

Check Enable Cisco VPN Client.
In the Connection Name and Remote IP Type area, enter the following information:

What is the new connection name?: Enter a name for the connection. This name is used
for management and identification purposes. For example: Cisco_VPN.

What is the pre-shared Key?: Enter the desired value, which the peer device must
provide to establish a connection. For example: Pre$h@red_Key*20!0.

The length of the pre-shared key is between 8 characters and 49 characters and must be
entered exactly the same here and on the VPN remote client. This key is used as the
Group Authentication password on the Cisco VPN Client. The preshared key must be the
same for both the SA500 and the client.

Note. Do not use the double-quote character () in the pre-shared key.

Local WAN Interface: If you have only one WAN configured, choose Dedicated WAN. If
you have two WANSs configured, choose the interface that you want to use for this VPN
tunnel.

In the Remote & Local WAN Addresses area, use the default (FQDN) for the Local
Gateway Type. Note that the fields for Remote LAN IP Address and Subnet Mask are
disabled.

Click Apply to save your settings.
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The VPN policy is added to the “List of VPN Policies” under VPN > IPSec > VPN Policies and
the IKE policy is added to the “List of IKE Policies” under VPN > IPSec > IKE Policies.

Step 7.  Continue to the next section, “Adding IPSec Users.”

Adding IPSec Users

You can enable the SA500 to authenticate users from the local user database or to an external RADIUS
server. When adding IPSec users, choose one of the following methods:

= Authenticating IPsec Users from the Local User Database
« Authenticating IPSec Users using a RADIUS Server
Authenticating IPsec Users from the Local User Database
Step 1. Click VPN > IPSec > IPSec Users.
The IPSec Users window opens. Any existing users are listed in the List of IPSec Users table.
Step 2. Click Add.

The IPSec User Configuration window opens.

afrarfr, Small B
CISCO Seg

N ~ IPSec

VPN Wizard IPSec Users
Basic Seftings
Defaults IPSec User Configuration
g User Name: | ypnuserl
VPN Policles
PSac Usen Remote Peer Type. | Standard IPsec (XAuth) 3
Passthraugh
Dynamic IP Range Allow user 1o changs password?
» SSL VPN Server Password: ssssesss
» SSL VPN Client
» VenSign ID Protection Confirm Password: | sssseses
Local IP Address:

Subnat Mask:
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Step 3. Enter the following information:
—  User Name: Enter a unique identifier for the XAuth user. For example: vpnuserl.

— Remote Peer Type: Choose Standard IPsec (XAuth). Note. Do not select Cisco
QuickVPN.

The VPN gateway authenticates users in this list when XAuth is used in an IKE policy.
XAuth is used when additional client security is required with IPSec clients such the Cisco
VPN Client.

Note. When XAuth is selected, the Allow user to change password, Local IP Address,
and Subnet Mask fields are disabled. The user has access to all the VLANs and not a
particular VLAN.

— Password: Enter an alphanumeric password for the user.

—  Confirm Password: Enter the exact same characters you entered in the Password field
above.

Step 4. Click Apply to save your changes.
The user is added to the List of IPSec Users table under VPN > IPSec > IPSec Users.

Note. The IP address of the remote client is defined by the Dynamic IP Range and is
automatically set (default). If you want to manually change this range, you must modify it
“before” the VPN policy is created. Otherwise, the changes will not take affect. To change the
range, go to VPN > IPSec > Dynamic IP Range.

Authenticating IPSec Users using a RADIUS Server
Step 1. Click VPN > IPSec > IKE Policies.

The IKE Policies window opens.

wlaafie SmailB
CISCO  Sex

¥ IPSec

IKE Policies

VPN Wizard
Basic Setlings SE— N .
Defaults List of IKE Policies I
LG50 | | Name | Mode LocallD Remoteld Encr | Auth OH ==
VPN Policies (| Clsco VPN Aggressive localcom 0000 AES-128 SHA-1 Group 2 (1024 bt) ‘
IPSec Users |
- o — |
B e | | A= || e | |
Dynamic IP Range m m

» SSL VPN Server
» SEL VPN Client
» VeriSign ID Protection
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Step 2.  Select the user policy you created in the previous step from the List of IKE Policies table and
click Edit. For example: Cisco_VPN.

Step 3.  From the IKE Policy Configuration window, under Extended Authentication, enter the following:
—  Choose Edge Device from the XAUTH Config drop-down list.

—  Choose a RADIUS option from the Authentication Type drop-down list. You can choose
from RADIUS CHAP or RADIUS PAP.

| Edge Device

: | Radius - CHAP &

Step 4. Click Apply to save your changes.
Step 5. To specify the RADIUS Server settings, click Administration > RADIUS Server.

The Radius Server window opens.

wlierhie  Small Business Pro

cisco  Security Appllance Conﬁguratlon Utlllty

| Gﬂfﬂ ng Sta red Status Networking Wireless Flrewall IPS ProtectLink VPN Administration

Step 6. Click Add.
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The Radius Server Configuration window opens.

g

witer]1y  Small Business Pro

cisco Secunty Appliance Conﬁguratlon Utility

| Getting Ste rted Status Networking Wireless Flrewall ProtectiLink VPN Administration

Step 7.  Enter the following information:

— Authentication Server IP Address: Enter the IP address of the authenticating RADIUS
server.

— Authentication Port: Enter the port number on the RADIUS server that is used to send the
RADIUS traffic.

—  Secret: Enter the shared key that is configured on the RADIUS server. The secret can
contain all characters except for single quote, double quote and space.

—  Timeout: Enter the number of seconds that the connection can exist before
reauthentication is required.

- Retries: Enter the number of retries for the device to re-authenticate with the RADIUS
server.

Step 8. Click Apply to save your settings.

The new server appears in the "List of Configured Radius Server” table.

vi]ts1|1s Small Business Pro

cisco Secunty Appliance Conﬁguratlon Utility

| Getting Slartﬂd Stat Networking Wireless Flrewall IPS ProtectLink VPN Administration

RADIUS Server
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Configuring the Cisco VPN Client

This section describes how to configure the Cisco VPN Client to work with the SA500. For information
about downloading this client, see Requirements, page 2.

Step 1. Install the VPN Client client and launch it.

On a PC, you can launch the client by clicking Start > Programs> Cisco Systems VPN Client
> VPN Client, or by clicking the VPN Client icon on your desktop.

The VPN Client window appears.

# status: Disconnected | ¥YPN Client - Yersion 5.0.07.0410 E@|E|
Connection Entries  Status Certificates Log Options Help
o, - £ Y-, N
I . vt
Connect My Irnpart lain:u;ify Deleta C ls C 0
Cornection Enties | Canficates | Log |
| Connection Entry | Host ITlmspolt |
o
u
=
Mok connected. o

Step 2. Click New to add a new VPN connection.
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The Create New VPN Connection Entry window opens.

\#.status: Disconnected | YPM Client - Yersion 5.0,07.0410
Connection Entries  Status Certificates Log Options Help

fﬁ ﬁ Ln‘J' ;‘}_{J rllllllln
Connect Mew Impost Modify Dielets CIsSco

Connection Entriss |Cectiﬁc.am | Log |

| Connechon Entry | Host | Transport I

# YPN Client | Create New VPN Connection Entry

Connection Entry: |Cis:co_‘~"PN

sl
cisco

Descriptiar | Cisco_VPN

Hast [93108 206,124
Autheriication ITranspclt | Backup Servers | DiatUp |
(& Group Authentication " Mutual Group Athentication
Name: |Cisco_wPH|

iw xxxxx

Mot connected.

Password:

Confirmn Password: ==

(" Certificate Authentication

Name | =l

[T Send CA Cetificats Chaig

237360

Erase Ugar Password | Save Cancal

Step 3.  Enter a name and description for the new connection. For example: Cisco_VPN.

Step 4. In the Host field enter the WAN IP address of the VPN Server (SA500). For example:
99.109.206.124.

Step 5. Specify the Group Authentication information.
a. Enter the name for the Group Authentication policy. For example: Cisco_VPN.

b. Enter the password and confirm it. The password must be the same as the preshared key
configured for the SA500. See Configuring the SA500 for the Cisco VPN Client, page 2.

c. Click Save.

The new connection entry appears in the VPN Client page.
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Step 6.

Step 7.

Step 8.

@ status: Disconnected | YPN Client - Yersion 5.0.07.0410 r:”EI”z
Connection Entries Status Certificates Log Options Help
Za W b il
Connect New Impost Madify Delate Cisco
Connection Entriss |Eleetiﬁ|:alu | Leg |
| Connection Entry | Huost Transpart
Cisco_ VPN 99.109.206.124 IPSec/UDP
<] | 1}
2
Mot connecked. 4 o

Select the new entry and click Connect.

# status: Disconnected | YPH Client - Version 5.0.07.0410
Connection Entries  Status  Certificates Log Options Help

authentication

@ ﬁ ﬁ M ol Il vl Il [
CancelConnsct  New Tngor Modify Dislate cisco
Connection Entries | Cettificates | Log |
| Connection Entry | Huost lTrms:polt
Cisco VPH 99.109.206.124 IPSec/UDP

# YPH Client | User #uthentication for "Cisco_¥PH" B

The server has requested the follovang nformation to complete the uses

aifive]is Usemame: |\rpnusel'||

l CLLU I —
4

Authenticating user...

&
i
237356

In the User Authentication window, enter the Username and Password and click OK. These
must match the username and password configured in the SA500 List of IPSec Users or on the

RADIUS server. See Adding IPSec Users, page 4.

After the VPN tunnel is established, the status shows as Connected on the VPN Client page
and displays the IP Address assigned to the remote user from the VPN server (SA500).
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# status: Connected | YPN Client - Yersion 5.0.07.0410
Connection Entries Status Certificates Log Options Help
= £ = o=
W o A A bl
Mew Impodt Madify Delate CIsco
| Corlificates | Log
L | Connection Entry | Host | Transpart
& Cisco_VPN 99.109.206.124 IPSec/UDP
4 L3 =
—#

Connected ba "Clsca_WPN™. IP Address: 192.168.11.50 v ﬁ

Verifying the Client Connection

Step 1.  To verify the client connection, make sure the that the connected (lock) icon is displayed on the

taskbar on the remote VPN Client as shown below.

Step 2. Enter ipconfig from the Windows Command Prompt to view the IP Address for the VPN

remote client. In this example, the remote IP address is 192.168.11.50.

Command Prompt

*ipconfig

.28.184
5.255.8
Ethernet adapter Local Area Connection 2:
Media Btate . . . . . . . . . . . * Hedia disconnected

Et hernet adapter Local Area Connection 3:

NS Suffix

IC=xDocuments and Settingss\NitinF

237354
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Step 3. Verify that the remote user can ping the hosts on the LAN of the SA500.

ocuments and SettingssHNitinPCi>ping 1

168.75.188
bytes of data:
y from

y fFrom
y from

Viewing the IPSec VPN Connection

Use this page to view the connection status of the remote client connected to the SA500. To access this
page, click Status > VPN Status > IPSec Status from the Configuration Utility.

This page shows the statistics for the connection including the policy name, endpoint, data and number
of IP packets transmitted, and the current status of the IKE policies. You can also use the buttons on the

page to start or stop the connection. This page also refreshes automatically to display the most current
status for the security association (SA).

» Device Status =
e IPSec VPN Connection Status
TS The page will auto-refresh in 7 seconds
QuickVPN Status Active IPSec SA(s)
Active Users Policy Name =~ Endpoint  Tx (KB} Tx (Packets) State Action
» ViewLogs v
COP Neighbor 89.54.12.155* 99.54.12156 0.00 0 IPsec SA Established Drop |
LAN Devices Poll inferval Stop
Reports Fex
o
o
F=
o7
=l

© 2010 Cisco Systems, Inc. All rights reserved. Page 12 of 13



Configuring an IPSec VPN Tunnel Between a Cisco SA500 and Cisco VPN Client

For More Information

Product and Support Resources Location
SA500 Technical Documentation www.cisco.com/go/sa500resources

Cisco Partner tools Www.cisco.com/go/partners

Cisco Small Business Support Community www.cisco.com/go/smallbizsupport
http://www.cisco.com/en/US/support/index.html

Cisco.com Technical Support page

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A
listing of Cisco's trademarks can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are
the property of their respective owners. The use of the word partner does not imply a partnership relationship between
Cisco and any other company. (L005R)
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