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1 Introduction

The new Eaton graceful shutdown application is called "Intelligent Power® Protector”

Intelligent Power® Protector:
» Provides local computer graceful shutdown
- acquisition through Eaton UPSs USB or RS232 communication ports (Pulsar & Powerware series)
- acquisition through Web/SNMP Cards (Network Management Card NMC P/N 66102, Connect UPS MS
P/N 103 006 826, Connect UPS XSlot, PXGX 2000 P/N 103005868-5591, ... ("))
(*) Please refer to the "Compatibility list" Chapter for a comprehensive list of the supported cards

= Can be supervised by Intelligent Power® Manager.
= Can be managed by Intelligent Power® Manager (mass configuration / mass update/ ... )

Eaton Intelligent Power® Protector — User's Guide — / AF

Page 4/58



www.eaton.com

2 Installation

2.1 Installation Prerequisites
2.1.1  On the System Hosting « Intelligent Power® Protector »

2.1.1.1 Supported Operating Systems:

Intelligent Power® Protector can be installed on following systems:

= Windows (x86 & x86_64) 7 /2008 / Vista / 2003 / XP
= Windows (x86 only) 2000
= Linux (x86/x86_64)
Debian GNU Linux: Lenny
SUSE/Novell: SLES 11, OpenSUSE 11.2,
RedHat Enterprise Linux: RHEL 5.3, 5.4, 5.5, Fedora core 12
Ubuntu: 10.04
Virtual Environments:
= VMware: ESX 4, ESXi 4 (pay version only), ESXi 4.10 (pay version only)
= Hyper-V: Hyper-V and Hyper V Server

For the installation in these specific “Virtual Environments”, please refer to the user manual
appendix that describes the specific steps for those environments.

The Linux package is based on standard Linux mechanisms and therefore can be installed and used with
other Linux distributions. Feedbacks / test or bug reports are welcome at EATON Support email address:
(contacttechnical at eaton.com).

The following list is not exhaustive. Intelligent Power Protector should be compatible with:
= Linux (x86/x86_64)

Debian GNU Linux: Etch, Testing
SUSE/Novell: SLES 10, OpenSUSE 10.3
RedHat Enterprise Linux: Fedora core 10, 11,13
Ubuntu: 8.04, 8.10, 9.04, 9.10, 10.10
Mandriva: 2010

2.1.1.2 Software compatibility limitations:

To avoid network or serial port access conflicts, you can not install the Intelligent Power Protector on a
machine that also hosts:

the Eaton Intelligent Power Manager (or Eaton Enterprise Power Manager)

the Eaton Network Shutdown Module

the Network Management Proxy

Personal Solution Pac

LanSafe and LanSafe Web View

Netwatch

Eaton Intelligent Power® Protector — User's Guide — / AF
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2.1.1.3 Standby configuration (Windows):

In Configuration Panel -> Power Option properties:

e You must unselect the Standby configuration of your Operating System to be compliant with the
Intelligent Power Protector. With the standby configuration checked your system is not protected.
e If you want to save energy, please prefer the hibernate feature.

2.1.1.4 Diriver installation

IPP installs all the necessary drivers (USB or serial). If Windows Operating System wants to install a driver
from “Windows Update”, you can cancel this process.

2.1.2 On the System that Displays Web-based Graphical User Interface

The Eaton Intelligent Power® Protector graphical interface can be accessed remotely using a simple Web
browser. Access to this interface can be secured through SSL connection and is also secured through Login
& password.

The Intelligent Power® Protector graphical interface has been tested with:
Google Chrome 4&5

Mozilla Firefox 3.0, 3.5, 3.6

Iceweasel

Microsoft Internet Explorer V6 & 7, 8, 9 beta

Opera 10

For optimal performance, Google Chrome or Firefox 3.6 is recommended.
For good performance, Firefox 3.0 or Internet Explorer 7, 8 are possible.
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2.2 Quick Start & Installation

To start in 5 minutes, please perform the following steps:

Step 1 (Installation)
On a Windows 2000/XP/2003/Vista/2008/7, Linux, machine, run the “Intelligent Power® Protector”

package under an administrator account.
=1olx]

E ;T. N inteliigent Power Protector

Powering Business Worldwide V1.00

W welcorme to Eaton Intelligent Power Protectar installer

License
Select Path
Installation...
Finish

Cancel Next =

A Web browser is automatically displayed (enter admin as Login / admin as Password and click on
the Login button). A message advises you to change your default login / password.

E.-T°N intelligent Power® Protector I:
What is Eaton Intelligent Power Protector? Login: admin
Passwiord: sesse

Inteligent Fower Frotector is protection software offered from Eaton Corporation at 'no charge’, It

enables Users to avoid data loss by gracefully shutting down computers and servers powered by an -
Eaton UPS in the event of an extended power outage, This software provides a clear, easy-to-use,
muliingual interface from any PC with an Internet browser,

Exceptionally versatle, Inteligent Power Protector acquires UPS information through local or netwiork,
communication and can be easily deployed on many computers,

Inteligent Power Protector can be remaotely managed, configured and updated with our Inteligent
Fower Manager supervisory software, Inteligent Power Manager can be downloaded for no charge
from Eaton for supervising / monitoring of a network, of up to ten devices, Wersions of Inteligent
Poweer Manager for supervising / monitoring many devices may be purchased through an Eaton
authorized reseller,

Step 2 (Configuration)

When started, the application automatically performs a Quick scan.
e Using the Quick scan operation, you will discover:

=>Serial line connected UPSs (RS232 or USB)
The discovered UPS connected through (RS232 or USB) is automatically assigned as the

Power source (the Status icon is Green @)
=> Networked UPSs through broadcast within a few seconds

Quick Scan is compatible with following Web/SNMP Cards (NMC P/N 66102, Connect UPS
MS P/N 103 006 826, Connect UPS XSlot, PXGX 2000 P/N 103005868-5591)
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The discovered UPS connected through (Network) are not automatically assigned as the
Power source (You have to select the node and click on the button Set as Power Source

the icon becomes Green @)

The discovered nodes are displayed in Settings - Auto Discovery

For the other nodes, please perform the discovery based on IP address ranges (Range scan)
e Using the Range Scan operation you will discover the nodes that are outside of the Network
segment

In the Settings - Shutdown page, assign the IP address of the UPS that powers the local Computer.
In the Settings - User List page, assign the access rights through “login and password”

Step 3 (Operation)

The Views -> Power Source menu item (optional) allows you to supervise the current state of the
UPS that powers the server running Intelligent Power® Protector

E-T-N

= Logaout ‘admin’
= Help

Intelligent Power® Protector

Yiews <@ | Power Source
=) iews
']:.aPower Source Information and Status o Measures o
=7 Everts Input frecuency 50 Hz
E g Events List 0 166.99.224.119 Inpautt voltace 233
& Events Calendar Diescription Evolution 650 | | Cutput frequency 50 Hz
=) Setting= Mominal apparent power g0 e | Output volttage 2IIY
£ fuitn Discovery I address 166.99.224.119 | | Output currert oA
) acti Mac Address 00 20:55:FC: 7E:05 Global apparent power 1B WA
: ions i :
@ srutdown Serial number A40M901H | | Global active power 121
3 Clazs Metweork Management Card fHa | | Battery output voltage 13
@Psystem Location 1408
I—J‘ Lo Contact Luc Enviranment +
G User List iR ®
Biattery state @ charging Synoptic i
Powver Source 0 o utility Line Interactive UPS
Load level TN 29 %
Battery capacity [ 100 %
s 2 Master oukput
Battery run time 12min03 s -
Master output: Maitre @ on Load segment #1
Load segment #1: Groupe #1 @ on %
Load segment #2: Groupe #2 @ on Load segment #2
Graph - 2 hours (=l
Statistics - 7 days B+
Events =)+
1am | I LT | J;_.
060310 - 7:49:16 am W 06/03/10 - 2:49:16 am
Qok: 13 (@) warning: 2 D Crivical: 4 ) Unknown: 12 Last evert: @) 05/31/10- 5:05:43 am - 166.99.224.43 - End of UPS shutdown imminent alarm

The Events - Event List view allows you to view the device events.
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2.3 Windows Installation

2.3.1 Graphical installation

Run the “Intelligent Power® Protector” package under an administrator account.

JRI=TF]
E A T. N intefligent Power Protector
-

Puowering Busingss Wordwide

W welcorme to Eaton Intelligent Power Protector installer

Cancel Mext >

A Web browser is automatically displayed (enter admin as Login / admin as Password and click on the
Login button).

Note:

If the browser does not open as planned, it should be started manually and pointed to http://127.0.0.1:4679

2.3.2 Silent installation

Installation with command line mode (without user interaction):

e.g.:
<ipp package name> -install -silent

Once the installation is completed, open a Web browser open a Web browser with the following url
http://<@1P>:4679/
<@IP> is the IP address of the machine hosting IPP

Notes:

e To configure the IP address of the Power Source you can use the Intelligent Power® Manager mass
configuration feature.

—help option describes the different options available (refer to the next screenshot)

Uzage: d:~temp~ipp_win_1_18_845_exe [COMMAND] [OPTION]I...
Available commands:
—install: launches the installation process (default).

displays debugging information on the console.
specifies installation foldew.

—silent: install the application silently.
Installation folder can be provided with —-dir

Eaton Intelligent Power® Protector — User's Guide — / AF
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2.3.3 Installation Result
= If you install a new Intelligent Power® Protector release without uninstalling the old one you will keep
your product settings.
» Atthe end of the installation, the following shortcuts are created in the group:
Start > Programs - Eaton - Intelligent Power Protector
Name Description
Open Eaton Intelligent Power Protector Opens the "Intelligent Power® Protector " web
page from default browser
Start Eaton Intelligent Power Protector Starts the service
Stop Eaton Intelligent Power Protector Stops the service

Uninstall Eaton Intelligent Power Protector  Uninstalls the Program

A service called « Eaton Intelligent Power Protector» is also created for the Database Acquisition
Engine.

This service automatically starts on machine boot-up.

This service provides the Web Interface.

An alarm notification box, accessible from the System Tray icon displays the alarms on the local
computer.

2.3.4 Uninstalling the Product

From the Add/Remove programs item of the control panel, execute the "Eaton Intelligent Power
Protector Vx.xx" package.

You can also uninstall from the shortcuts:

Start > Programs > Eaton - Intelligent Power Protector = Uninstall Eaton Intelligent Power
Protector.

This will remove the product and the custom files if you confirm it.

Eaton Intelligent Power® Protector — User's Guide — / AF
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2.4 Linux Installation

Introduction
IPP for Linux is available both in native package form (.deb or .rpm) and as a generic installer for Command
Line Interface (CLI).

2.4.1 Native installation on a RedHat, SuSe, Mandriva or derivative system:

1) Graphical installation

To install graphically, double click on the “Intelligent Power® Protector” .rpm package,

The system will prompt for the root password, and then launch a graphical frontend, like RedHat's Package
Installer below:

~ Installing packages

Installing packages
- The following packages will be installed.
Ipp-linux-1.L0.035-1.x86_64
Eaton Intelligent Power Protector

¥ Cancel o Apply |

2) Command line installation

To install from a command line, use the following command (as root):
$ rpm —-i ipp-linux_X.Y.Z.rpm

For example:

$ rpm —ivh ipp-linux-1.10.032-1.1386.rpm

Preparing... E i OO
l:ipp-linux FHAFHAH A A A A H AR AR AR HHE [100%]

Once the installation is completed, open a Web browser with the following url http://<@1P>:4679/
<@IP> is the IP address of the machine hosting IPP

Eaton Intelligent Power® Protector — User's Guide — / AF
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2.4.2 Native installation on a Debian or derivative system:
1) Graphical installation

Pre-requisite: On Debian Lenny, there is no default graphical installer present.

So you should either use the command line installation described below, or install the package "gdeb" and
"gdebi" and restart your graphical session to be able to complete the present procedure.

Note: This is a known Debian bug, which is registered in the Debian Bug Tracking System:
http://bugs.debian.org/585183

To install graphically, double click on the “Intelligent Power® Protector” .deb package.
The system will prompt for the root password, and then launch a graphical frontend, like Gdebi below:

Package Installer - ipp-linux

Eile Help
Package: ipp-linux | Reinstall Package
Status: Same version is already installed '

Description  Details | Included files

Eaton Intelligent Power Protector

intelligent Power Protector is protection software offered from Eaton
Corporation at ‘'no charge’. It enables users to avoid data loss by gracefully
shutting down computers and servers powered by an Eaton UPS in the event
of an extended power outage. This software provides a clear, easy-to-use,
multilingual interface from any PC with an Intemet browser.

Exceptionally versatile, Intelligent Power Protector acquires UPS information
through local or network communication and can be easily deployed on
many computers.

intelligent Power Protector can be remotely managed, configured and
updated with our Intelligent Power Manager supervisory software, Intelligent
Power Manager can be downloaded foer no charge from Eaton for

supervising / monitoring of a network of up to ten devices. Versions of
Intelligent Power Manager for supervising / monitoring many devices may be
purchased through an Eaton authorized reseller.

Click on the « Install Package » button. Once the installation is completed, open the menu « Application —
Eaton — Intelligent Power Manager — Open » (in Gnome) and follow the « Configuration » chapter.

2) Command line installation
To install from a command line, use the following command (as root):
$ dpkg -i ipp-linux_X.Y.Z.deb

For example:

$ dpkg -1 ipp-linux_1.10.032-1_1386.deb

(Reading database ... 352242 files and directories currently installed.)
Preparing to replace ipp-linux 1.10.032 (using .../ipp-linux_1.10.032-

1_1i386.deb) ...
Unpacking replacement ipp-linux ..
Setting up ipp-linux (1.10.032)...

Once the installation is completed, open a Web browser open a Web browser with the following url
http://<@1P>:4679/
<@IP> is the IP address of the machine hosting IPP

Eaton Intelligent Power® Protector — User's Guide — / AF
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2.4.3 Generic installation on Linux

If your system doesn't derive from RedHat (using .rpm) or Debian (using .deb), you can install IPP using the
generic package.

Note: this method is only supported from the command line.

To install from a command line in interactive mode, use the following command from where the generic
installer is located (as root):
$ ipp-linux-1_10_035-1386.run -install

For silent installation, add the -silent parameter as shown below (as root):
$ ipp-linux-1_10_035-i386.run —-install -silent

Once the installation is completed, open a Web browser open a Web browser with the following url
http://<@1P>:4679/
<@IP> is the IP address of the machine hosting IPP

= Logout ‘admin®

H ® = Help
Intelligent Power® Protector : l;;
Views /@  Power Source 2
=3 iews
:L.-QPDWSI’ Source Information and Status = Measures e
= JEverts It frequency 50 Hz
E g Events List o 166.99.224.119 Input woltsge 2IIV
&/ Everts Calendar Description Evalution 650 | Output frequency S0 Hz
=5 Settings Mominal apparent power G50 WA CQutput voltage 233

Cutput current

A Buto Discovery P adidress 166.99.224.119 0s
[ &ctions Mac sddress 00:200 55 FDn TE:08 Global apparent power 161 WA
'-,;J‘FShmdﬂwn Serial number AYONE01H Global active power 121w

Class Metveork Management Card fHA | Battery output voltage 13
;’}System

o~ Location 1409
[ Log Cortact Luc Environment ol
@ User List Link @
Battery state @ cherging Synoptic G
Power Source o on ity Line Interactive UPS
Load level T 29 %
Battery capacity R 100 2
. Master output
Battery run time 12min 05 5 P
Master output: hatre @ on Load segmert: #1
Load segment #1: Groupe #1 m on |
Load segment #2: Groupe #2 @ on Load seqment #2
Graph - 2 hours =]
Statistics - 7 days B+
Ewents (=i
N1 Ee— — 1 Jtz
06/0310 - 7:49:16 am W 06/0310 - 2:49:16 am
@ ok 13 (&) warning: 2 @ critical: 4 ) Unknown: 12 Lastevert: @@ 05/31/10 - 8:05:43 am - 166.99.224.43 - End of UPS shutdown imminent alarm
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2.4.4 Uninstalling the Product

As for the product installation, if you have chosen the native packages, you can use your favourite packages
management application to remove the « ipp-linux » package.

You can also do the same from the command line.
For example, on RedHat and derivatives, use:
$ rpm —e ipp-linux

On Debian and derivatives, use:
$ dpkg -r ipp-linux

Note: After uninstalling the native .deb or .rpm packages, some user's configuration and data are not
removed, due to technical constraints.

If you want to fully remove these, use (as root):

$ rm -rf /usr/local/Eaton/IntelligentPowerProtector

If you have chosen the generic installer, use the following command for interactive uninstall (as root):
$ /installation/path/mc2 —-uninstall

For silent uninstall add the —silent parameter as shown below (as root):
$ /installation/path/mc2 -uninstall -silent

Eaton Intelligent Power® Protector — User's Guide — / AF
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Configuration

3.1 Intelligent Power® Protector Settings

Start the "Intelligent Power® Protector" main graphical interface from the previously created shortcut, and

then click on the Settings-> Auto Discovery menu item.

3.1.1 Discover the UPSs connected through USB/Serial

The first discovered UPS connected through (RS232 or USB) is automatically assigned as the Power source

(the Status icon is Green -@)

Intelligent Power Protector

Views «| @/ Mode List

B33 views Type Status MName Descrigtion Class Serial number
o Power Source @ @ Pulsar 1000 RT2L - 172150071 Pulsar 1000 RT2U USH device TvRAS007

=) Everts

i “Everts List
Everts Calendar

== Settings

£ muto Discovery

] actions

(4P Shutdown

Fsystem

[Jiog

(@ user List

i PageDofl povl @25 v [Tkems per page
@ ok 25 @ Warning: & @ critical: & € Unknown: 5 Last event: €9 11/10/0% - 10:46:33 am - 166,959,224, 154 - Communication with device has Faled
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3.1.2 Discover the nodes Connected on the Network

From the Settings - Auto Discovery item; the following discovery methods are available:
=  Quick Scan (automatically performed when application starts)

» Range Scan

=  Address Scan

Notes:

=  Each network node (Web/SNMP Card ...) must have a valid IP address (or a DNS name) in the range
that you have entered for auto-discovery. Refer to the compatibility list.
“Intelligent Power® Protector” automatically receives the alarms (through notification or polling)

=  Required Connect UPS XSlot/BD configuration:
= Set the IPP discovery password to the same value as the Web /SNMP read community name
(default is public)
= In ConnectUPS Write Access Managers control menu (via telnet, ssh or serial connection): disable
SNMP access restricted by IP/Hostname (this is the default setting since firmware version 2.02) or
configure it correctly (IPP has to be configured in trusted host list)

»  Required PXGX 2000 configuration:
= Set the IPP discovery password to the same value as the PXGX2000 read community name (default
is public)
= In PXGX2000 Access control page: disable SNMP access restricted by IP/Hostname or configure it
correctly (IPP has to be configured in trusted host list)
= In PXGX2000 Take care to configure PXGX2000 in SNMP V1 or SNMP V1 + V3

=  The Quick scan request is a Broadcast frame on 4679 |IANA reserved port and 69 standard TFTP port.
Using the Quick scan operation, you will discover through broadcast within a few seconds following
Web/SNMP Cards (NMC P/N 66102, Connect UPS MS P/N 103 006 826, Connect UPS XSlot P/N
116750221-001, PXGX 2000 P/N 103005868-5591, ...)

»  For the nodes outside of the Network segment, please perform the discovery based on IP address
ranges (Range scan)

»  Address Scan performs a single address scan

The discovered UPS connected through (Network) are not automatically assigned as the Power source (you

have to select the node and click on the button Set as Power Source.

e The “Edit shutdown configuration” window opens automatically when the Power source is set. Please
refer to the next paragraph to configure correctly the parameters.

e Once the power source is configured, the icon becomes Green 0 or Grey ‘3 if the communication
fails).
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Yiews i)
=) Views

f;g Powver Source
=7 Everts

& gEvents List

| #1|Events Calendar
(=7 Settings

,& Auto Discovery

] Actions

(P Shutdowen

{';‘ System

[j Lo

G User List

Q@ok 13 @) Warning: 2
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[ @ 16689.224112 002085
(@ ® 166.89.224740..
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(4 @ 16689224719 002085
(4 ® 1668922485 002085
[0 @ 18699224171  OO:0B:Z3:...
[0 @ 1669922482  OO:OBZ3:...
[0 @® 165.99.224.43

[0 @ 165.99.224185

[ ® 166.89.224155 002085

I« 4 Pagell_ofl ]| EE‘

@ Critical: 4 € Urknown: 12
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3.1.3 Shutdown

3.1.3.1 Introduction

Intelligent Power® Protector provides local computer graceful shutdown with an acquisition through:
e  USB/Serial
e or Network (Web/SNMP Cards)

To configure shutdown, proceed as follows:
e Login with an administrator user profile
e  From the Settings menu ltem, select the Shutdown menu item then the following page is displayed:

= Logout ‘admin’

H = Help
Intelligent Power® Protector @;
Views «/|@| | Shutdown B Edit shutdown configuration
=253 \_':i_EWS E Configuration @Edﬂ advanced shutdown criteria
\oa Powver Source Power source: 166.99.224.119 =
=7 Events Load segment: Load segment #1 B
% gEvents List Login f Password: N S| Test shutdown
&Everts Calendar Shutdawen tlmer:. Hone
255 Seftings Shutdawen duratlol_ﬂ. 120 sec
X Shutdowen type: Hibernate
&Au{o Dizcovery
] Auctions @ criteria
':QPShuthWn Shutdowen criteria iz reached
{:‘}System
[rea
"
G User List
@ ok 13 @ warning: 2 O cCritical: 2 © Urknown: 12 Last event: @ 05/31/10 - 8:05:43 am - 166.99.224.43 - End of UPS shutdown imminent alarm

From this page, the configuration options are provided:
e  Edit shutdown configuration.

e  Edit advanced shutdown criteria.

e  Test Access.

e  Test shutdown.

These configuration options are described hereafter.
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3.1.3.2 Edit Shutdown Configuration

To configure Shutdown parameters, perform the following actions:
e (Click on Edit shutdown configuration.

Edit shutdown configuration *
Source
Powrer saUrce; 166,99,224,178/AV2]10902F |«
Shutoff
Load segrnent: Load segrent #1 ¥

Access parameters
Login:

Password:

Shutdown

Shutdown timer (sec): Morne

Shutdown duration (sec) | 120

Shutdown type: Hibernate -
Shutdown script:

Shutoff

Dutlet shutoff active:

[ Save l [ Cancel ]

e Inthe Power source field select the UPS that powers the computer hosting Intelligent Power® Protector
(This settings is also accessible through Settings -> Auto-Discovery -> Set as PowerSource)

e  Check other parameters.

e (Click on Save

Other parameters:

Load Segment: (Optional) the load segment that powers the server hosting IPP

Access parameters: (When Power Source is managed through the network)

. If the Power source is a Web/SNMP Cards (NMC P/N 66102, Connect UPS MS P/N 103 006 826,
66103), Login and password are needed only if Intelligent Power® Protector has to set values in the
Web/SNMP Card. (e.g. when changing the shutdown duration value)

e If the Power source is another Intelligent Power® Protector with “shutdown controller” feature activated,
then Login and password are mandatory. The Login must be the “admin” account.

Shutdown duration: The shutdown delay needed to properly shut down the computer.

Shutdown timer: (Optional) The time period from the time of the power failure until the launch of the UPS
shutdown sequence.
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Shutdown type:
Hibernate (default option)
If available with your operating system, is better to use the hibernation feature (first available with
Windows 2000) as there are a number of advantages. If the system is shut down, all work in progress
and system information are automatically saved to the disk. The computer itself is also de-energized.
When mains power returns, all the applications re-open exactly as they were and the user placed back
in their work environment.
Hibernate function must first have been activated in the operating system. In the power options on the
Windows control panel, check that hibernate option is activated on the Hibernate tab sheet.
Note: If you select hibernate, but your computer does not have this function, Intelligent Power® Protector
will still protect the installation by carrying out the normal (default) shutdown.
Note: For Windows Vista, please refer to the FAQ section of this manual.

=  Shutdown. This option shuts down your applications and the system, but does not de-energize the
computer. The system offers the user the choice to de-energize the computer, in which case it is the
UPS that cuts power.
On most computers, this configuration is necessary if you want the server to restart as soon as mains
power returns.

=  Power-off This option shuts down your applications and the system, and de-energizes the computer.
This configuration is advised if you wish to be on hand when the system re-starts. (or for load shedding)

= Script: This option manages the shutdown in a custom script that you can create to fit with your own
shutdown sequence.
You can integrate the standard Windows shutdown command (more info with shutdown /? in a Windows
Command Line interpreter). Shutdown script: the absolute path of the script.

Outlet shutoff Active: Using this option, IPP will send a delayed shutoff command to the outlet. This
delayed command is sent to the UPS at the beginning of the shutdown sequence, and this is the point of no
return for this sequence. The outlet is turned off at the end of the shutdown sequence.

Shutdown sequence trigger:
When a power utility failure occurs, the shutdown sequence is started as soon as the first of the two following
condition is reached.
e After the Shutdown timer (if configured).
e When NMC or UPS shutdown criteria is reached (UPS / NMC Card Decision according to
many criteria see next figure)

Start of the
Utility Failure Shutdown Sequence UPS Shut 0ff
— —_ —_—
1
Shutdown After [
L]
'

Battery Capacity Delay Before

Shutdown

Hcmawmq Autonomy
1 | If Remaining Time Under

I
Shutdown Duration

Shutdown If '

Remaining
Capacity Under

0% 00—

Card Parameters UPS Parameters
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3.1.3.3 Edit advanced Shutdown Criteria
Edit advanced Shutdown Criteria opens the “Edit advanced Shutdown Criteria” window:

Edit advanced shutdown criteria e

J| Shutdowen criteria is reached
Redundancy Iost
Protection lost
LItility failure
LIPS fault {internal fault or battery fault)
LIPS overload
output on bypass

[ Save ][ Cancel ]

Criteria definition:
e Shutdown criteria is reached: (enabled by default) this is the standard shutdown sequence
taking into account “time based criteria” and “UPS low battery level criteria”

In addition, the user can also select one or several events in the following events list. If these events
are selected, they will trigger an immediate shutdown sequence when they occur.

Redundancy lost (For Eaton MX Frame only)

Protection lost (For Eaton MX Frame only)

Utility failure

UPS fault (internal fault or battery fault)

UPS overload

Output on bypass

3.1.3.4 Test access

Test access checks if “Login and password” are correctly configured so that:
e |PP can update his shutdown configuration on the card or
e |PP can remotely access to the IPP shutdown controller.

3.1.3.5 Test shutdown

Test shutdown starts a shutdown procedure (According to the IPP parameters)
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3.1.4 Shutdown Use case

According to different architecture, we describe several typical use cases that will help you to configure
properly the shutdown sequence according to your needs.

3.1.4.1 Architecture #1 (local attached UPS through serial /USB)

Use Case #1: You want to keep your computer hosting IPP#1 alive as long as possible.

= This is the default IPP#1 configuration.
The next screenshot illustrates this IPP default configuration available from Settings -> Shutdown -
> Edit Shutdown Configuration.

Edit shutdown configuration e
Source
Povwer soLrce: AVZHIZOPD k4
Shutoff
Load segrment: Master output E
Shutdown
Shutdown timer {sec): Mone

Shutdown duration (sech | 120
Shutdown type: Hibernate E
Shutdown script:

Shutoff

Cutlet shutoff active:

[ Save ] [ Cancel l

Use Case #2: To save battery backup time, you want to perform load shedding (stop your
computer after a predefined time)

= Configure a Shutdown timer value on IPP#1 (this configuration parameter is available from
Settings->Shutdown->Edit Shutdown Configuration)
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UPs

Hetwork
Card

3.1.4.2 Architecture #2 (Network attached UPS Web SNMP Card)

= This is the default configuration for the IPPs and the NMC

Use Case #1: You want to keep all your computers alive as long as possible

IPP default configuration is available from Settings -> Shutdown -> Edit Shutdown Configuration.
e.g. 66102 and 103 006 826 NMC default shutdown configuration is available from UPS->
Shutdown Configuration as illustrated on next screenshot:

; upPs
} UPS Properties
} UPS Control
Weekly Schedule
! Shutcown Parameters

" Logs and Hotification
! Measurements
) Evert Log
System Log
! Email Motification

- Settings
b Metavork
Syatem
) Motified Applications
Access Control
Time:

Firrmesvare Upload

Network Management Card

Shutdown Parameters

Pulsar M 2200

Output

haster

®
Groupt

@
[Group2

Save modified settings

On battery
Shutdown

if Remaining

time: urider: 150 =
if Capacity under: |20 %
I atter: 50 min
Switch Off

after: 900 80
if Capacity under: |75 Y
Switch Off

after: 1500 Iec
if Capacity under.  [6& %

¥ Show sdvanced parameters

System Shutdown

Help

Computer Room

Shutdown durstion: (120 seC
Shutdown durstion: (120 =6C
Shutdown durstion: 120 IeC

Save

Restart

If Capacity l—
exceeds: 5 &

Switch On

after: 30 60

Switch On

after: 16 FeC

Use Case #2: To save battery backup time, you want to stop all your computers after a predefined

time.
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= On the NMC, configure a Shutdown Criteria.
e.g. 66102 and 103 006 826 NMC shutdown configurations are available from UPS-> Shutdown
Configuration
Note: In this case the computer automatic restart is guaranteed.

Use Case #3: You want to perform load shedding on the specific computer hosting IPP#2 (i.e. stop
the computer hosting IPP#2 after a predefined time)

= On IPP#2, configure a Shutdown timer value (this configuration parameter is available from
Settings->Shutdown->Edit Shutdown Configuration)
Note: In this case the automatic restart for the computer hosting IPP#2 is not guaranteed

Note: Use Case 3 can be combined with Use Case 1 or Use Case 2
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3.1.4.3 Architecture #3 (Network attached UPS through Shutdown Controller)

Use Case #1: You want to keep all your computers alive as long as possible.

= This is the default shutdown configuration for the Shutdown Controller IPP#1 and other IPPs
IPP default configuration is available from Settings -> Shutdown -> Edit Shutdown Configuration.

Use Case #2: To save battery backup time, you want to stop all your computers after a predefined
time.

= On IPP#1 (Shutdown Controller) configure a Shutdown timer value. (this configuration parameter is
available from Settings->Shutdown->Edit Shutdown Configuration)
Note: In this case the automatic restart for all the computers is guaranteed

Use Case #3: You want to perform load shedding on the specific computer hosting IPP #2 (stop
the computer hosting IPP#2 after a predefined time).

= On IPP#2, configure a Shutdown timer value (this configuration parameter is available from
Settings->Shutdown->Edit Shutdown Configuration)
Note: In this case the automatic restart for the computer hosting IPP#2 is not guaranteed

Note: Use Case 3 can be combined with Use Case 1 or Use Case 2

Use Case #4: Typical example with 4 computers. According to the servers’ roles, you may want to
shutdown the servers at different times:

Computer hosting IPP#1: is directly attached to the UPS (USB/Serial) The shutdown Controller has
to be installed on the server that will be the last one to shutdown.
Note: On Pulsar series this computer has to be powered by the master
outlet.

Computer hosting IPP#2: is a computer that requires a long delay to shutdown (e.g. hosting
database or VM-Ware)

Computer hosting IPP#3: is a computer that requires being the last one to be shutdown (as other
servers depend on it) (e.g. File server)

Computer hosting IPP#4.: is another server that has be stopped before computer B or C (Web
server)
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or this computer can also be stopped for load shedding purpose.
(Workstation)

= Recommended configuration:

On IPP#1: Configure Shutdown Timer to None and Shutdown Duration to 120 s
On IPP#2: Configure Shutdown Timer to 180 s and Shutdown Duration to 180 s
On IPP#3: Configure Shutdown Timer to None and Shutdown Duration to 120 s
On IPP#4: Configure Shutdown Timer to 120 s and Shutdown Duration to 120 s

The following time diagram summarizes this configuration:

Power 1 min. 2 min. 3 min. 4 min. 5 min. 6 min. 7 min. 8 min. 9 min. 10 min.
Utility I:W
On batter
y » _ OFF |
ups | I [ [ [ [ [ I I [ ]
IPP#1 | [ [ [ [ | [ [ T ]
IPP#2 | [ [ | /ey 0 ]
IPP#3 | [ [ [ | | [ [ T ]
IPP#4 | [ [ IS [ IR R I N N
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3.1.5 Configure Actions

You can define the way users will be notified when node events happen.

From the Settings - Actions item; the following channels are available:
»  E-mall
» Execute script/program
= Notification to the local alarm notification box, available from the System Tray icon.

Intelligent Power® Protector

Yiews «||@)  Actions CdCreste new sction
=253 V_\EWS
;_.ﬁPowar Source Action inactive SMTF server. smitp.server.com #
=5 Events Action name: Email on shutdown events Login: admin
% = Everts List Ewert criticalties: Ok, Warning, Critical, Communication Pagzward, s =
=3
# Everts Calendar Lo=st Recipient: sysadmini@server.com 3
=3 Settings Evert categorizs: Alarms Subject: Intelligent Power Protector (IPP) Alarms
& g From view: Views 0] : Alarm from {nodeH: ¥ {Idate} - {
Jigo Discovery Action type: Email Digest: Every minute
£ ions
(e shutdown O
Action active
{EPSys‘tEm : o =
[—J Action name: Hotification to Systray
= Log Evert criticalties: Ok, Warning, Critical, Communication
a'j User List Lost
Evert categaries: Alarms, Shutdown events
From view: Views
Action type: Hotification
@ ok: 13 @ warning: 2 @ critical: 4 € Unknown: 12 Last event: @@ 05/31/10 - 5:05:43 am - 166,99.224.43 - End of UPS shutdawn imminent alarm
Notifications summary window
The Create new action button will display following interface:
(Ereate new action * 1
Action active™:
Action name™: |
Ewent criticalities*: 0@ 0® 00 )
Event categories™®: ? All events
Fromm wies ™! Al Wiews b
. #, .
&ction type™ Select an action .., bt
Save ] [ Zancel
| _l

Notes:
=  The “*” fields are required.
=  (Clicking on the pen icon starts an assistant to fill the field.

Action active: enables/disables the action.
Action name: user friendly name for the action.

Eaton Intelligent Power® Protector — User's Guide — / AF

Page 27/58



www.eaton.com

Events filter:
You can filter the action according to:

» The Event criticalities. (Critical, Warning, Normal, Communication Lost).
=  The Event category (All Events, Alarms, Shutdown events, Power events, Measures) refer to the list

hereafter.

=  The view that triggers the event (From view).

Note on Event Criticality parameter:
With this parameter, you can filter the notification according to the event level. Refer to the event list
provided below in this document. If you select “Critical” as filter you will not receive the associated

“Normal” event informing that the device status changes from “Critical” to “Normal”.

Action type: you can select following action: (Email / Command / Notification). According to your choice,
specific settings are available for each action. The configuration of these 3 actions is detailed hereafter.

Detailed Alarms and events list in “Event category”:

Alarms:

Utility failure
Communication lost
Shutdown Imminent
Battery Low

Internal Failure
Overload

Output On/Off
Outlets On/Off
Battery Fault

On Automatic Bypass
On Manual Bypass
Redundancy Lost
Protection Lost

Shutdown Events:

Utility failure

Battery Low

Shutdown Imminent

Local Run Time to Shutdown

Power Events:

Output Percent Load

Output Apparent Power

Output Active Power

Output Power Factor

System Defined Output Overload Alarm

Measures:

Output Percent Load

Battery Remaining Capacity

Battery Run Time to Empty

Main 1: Voltage, Current and Frequency
Main 2: Voltage, Current and Frequency
Output: Voltage, Current and Frequency
Output Apparent Power
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e  QOutput Active Power
e Qutput Power Factor

E-mail:

This action is not active by default. Some of the fields are preconfigured by default.

Edit action
Action active™;

Action narme™;

|| Event criticalities®;

Event categories™:

Fromm wvigw™*;

Action type™:
Settings

SMTP server™:
Loqgir;
Passwiord:
Recipient*:
Sender:
Subiject:

[Message:

Digest™;

4

Ernail on shiutdown events

v @ ¥ @ v @ @ @

Alarms
Al igws

Ernail

smtp.server,com

admin

T

sysadmini@server,com

Cormnputer 2

Inteligent Power Protector (IPP) Alarms

Alarm from {nodefamel}: {date} -
{rmessage}

Every minute

Save ” Cancel l

-
[

b

For the “generic” fields at the top of the window, please refer to “create new action” section
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Specific “email action” settings:

SMTP Server: To receive emails on UPS events you have to indicate the SMTP server |IP address
Login, Password: authentication information of the SMTP server

Recipient: Receiver Email address.

Note: you can specify multiple receivers by separating them with coma.

Sender: (Optional field) the email sender

Note that your SMTP server may require a valid email address.

Subject: The email subject (can be customized with pre-defined variables).

Message: The email message body (can be customized with pre-defined variables).

Digest: you can specify that you want to receive a consolidation of the alarms that occurred during a
delay that you can choose (if you specify none, each alarm will generate an e-mail. With this setting you
will receive more emails for the same number of events.

Possible values are: None / Every 10 seconds / Every minutes / Every hour / Every day

Notes:

It is possible to duplicate an existing action already configured and just change some parameters.

For advanced use, you can Customize the subject and Message e.g. if you have to translate an e-mail
into an SMS (using an email to SMS external provider).

Clicking on the pen icon starts the Edit message assistant to fill the field with some variables.

Click on the @ button to add a variable.

Edit message s

Select a field in the list below to custom your action message:

object - Marme of ohject which trioggered the event,
value - Value of ohject which triogered the event,
message - Massage link to the event.

nodeName - Mode narne.

hostName - 'Tntelligent Power Protector’ host name.
date - Date in “yywy-mm-dd HH:MM:ss' format,

Idate - Date in local format,

0000000

Message

Alarm from {nodeMame}: {date} - {message} ;l

Save ] [ Cancel
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Command (Execute script/program):

Edit action »
Action active®:
Action name™: Execute

Event criticalities™: @ F® (1] @
Event categories™: @' All events

From view™: All Views ¥
Action type™®: Cornrmiand v
Settings
Cormmand®: ﬁ c\customistop_services.bat
[ Save ] [ Cancel

In order to execute a program on UPS events the program path will be required.

Example to play sound alarms on events:

Create a batch command file containing the command: mplay32.exe /play /close
C:/WINDOWS/Media/<sound>.wav

Create an action of type command calling this batch file.

Notes:

e For Windows, the program is executed under the SYSTEM account. For the right execution of some
privileged commands, you may have to apply following procedure:
It may be necessary to modify the context before certain actions can be run.
To allow a user to run specific tools and programs with permissions that are different from those assigned
to the user's account use the Windows “RunAs” Command which allows you to save the password
(Windows XP Service Pac 2 and more recent versions).
Use the following Microsoft command:
runas /profile /user:<my login> /savecred <my_program.exe>
On first execution a password is required, it is saved for subsequent executions.

e For Linux, the IPP process is running under root privilege (sudo command is not needed to execute a
program or shell script).
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Notification (Alarm box notification):
The Notification action is active by default.

Edit action
Action active®;
Lrtion name™: Motification to Systray

Event criticalities™: O ® O

Event categories™®: r@’ Alarms, Shutdown events
Frorm wies ®: Al Wiews

Action type®: Motification

Save ] [ Zancel

The alarms are displayed on the local computer in an alarm box.
This alarm box displays the last 10 alarms. It takes the focus when a new alarm occurs. From the event
section you can view more than 10 alarms.

E 'Intelligent Power Protector’ Motifications

Mame 166.99.224.48
Powver Source On utility
Biattery capacity 100 %
Battery run time 35 min 00 =
Mes=ages

e 166.99.224 121 09ME0S-6:05:47 am  The UPS output iz on

0 166.99.224 121 09ME0S8-6:07:47 am  The UPS output is off

¥ @

=10l x|

i@

The alarm notification box is accessible from the System Tray icon. Double click on the icon to open the
window that displays the alarms on the local computer.
Note: right click on the icon doesn’t display any menu.

If a Power source has been declared, System Tray Icon can have following states:

The System Tray Icon correctly receives alarms from Intelligent Power® Protector ( ACis

present on the Power source)

The System Tray Icon correctly receives alarms from Intelligent Power® Protector (The

Power Source runs in battery mode)

The System Tray Icon correctly receives alarms from Intelligent Power® Protector (A

Warning event occurred on Power Source)

The System Tray Icon correctly receives alarms from Intelligent Power® Protector ( A critical

event occurred on Power Source)

golems

Communication with Power source has failed
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Advanced events and actions customization:

In Intelligent Power® Protector installation folder, you can see a configs/scripts folder containing a sample
user-defined action script (sample_user_script.js).

You have the possibility to modify this script or create new scripts that define very specific events and
actions. The sample script provides details about the expected structure and syntax for defining new actions
and triggers.

To activate the execution of a script you have to set the enabled property to true as follows:

UserScript =

{
name: "MyScript",
enabled: true, // Set this property to true to enable the script
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3.1.6 Configure User Accounts

Multiple user accounts can be configured.

From the Settings menu Item, select the User List item, then perform the following steps:

Click on Add user.
Set the User Login and the User password.
Select the User’s Profile level. The following levels are available:
=> admin (the user will be able to access all the features)
=> user (the user will only access the supervision and is not able to set parameters to the system or
nodes).
e  (Click on Create new user button.

= Logout ‘admin’

E TN intelligent Power® Protector " Help

Views «/[@] | userlist 8 Al user

25 Views g S Edit user
(g Power Source Login: admin

= Profile: Admin

=i Events GRRemove user

H i + REREEXEXEL
& g Events List Pazsword:

@ Events Calendar
=17 Settings Lo Pt
&Auto Dizcovery Profile; User
] Actions Passyyord; Hesses

L 4P Shutcoven
g}} System
[]Log

G User List

"85

Qok: 13 (@) warning: 2 @ Critical: 4 € Unknawn: 12 Last event: @) 0S/31/10 - 5:05:43 am - 166,99,224,43 - End of UPS shutdown i
User Accounts window

Intelligent Power® Protector contains a default Administrator profile with:
e admin as login
e admin as password

Warning:
e  For security reasons, it is strongly recommended to change default password immediately after the
installation.

e A Popup warns you on security if the password contains less than 8 characters.

Notes:

e  The Login and Password is case sensitive

e The original admin account login value is fixed (admin) and its Password has to be modified
e There is no limit in the accounts number
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3.1.7 System settings

= Lagout 'admin’

Intelligent Power® Protector

Yiews <« @/  System @Edﬂ system informations
= views Qﬂi System
{5 Power Source About 'Eatan Intelligent Povver Pratectar’. @ euit language
= Everts Product version: 1,10 build 038
o ; -
& - Ewents List Serve.r Ss.fstem name: Windows HT/5.04.02 &Edﬂ scan settings
4t Events Calendar Wiehszite link: hittp:/download. mgeops.comiexplore/eng/network/net sol.htm
=9 Settings Contact: ) )
A butto Discovery Lacation: S Ecit update setiings
] Actions Q Language Settings L;_Z:rCheck for updates
'JDShutdown Language: [en] English
{:?System & Scan settings I Ediit modules settings
[]Log

o . Defautt SMMP community name; s
&iUser st Automatic scan: Enabled

& Automatic Update Settings

Irterval: Every week
Last Update: {no update done)
Mext Check Update: 06:1640-9:03:00 am

n Modules Settings
Shutdowen cortroller: Disabled

@ok: - @ Warning: — @ critical: - € Unknown: - Laskevent: €3 08/09/10 - 9:49:43 am - 165,99.224, 153/ IHEF2700R - Communication with device

System settings

Select one of the items, and then click on the corresponding button on the right:

Edit system information: to enter contact and location information for IPP software.

e Edit language allows the user to change the user language.
(Czech, English, French, German, Japanese, Korean, Polish, Portuguese, Russian, Simplified Chinese,
Spanish are currently supported)

e Edit scan settings changes the default SNMP community name for discovery and enables/disables
periodic scan of new nodes.

Edit scan sektings *
Diefault SMMP community narme: YT
Autornatic scan:

Save ] [ Cancel ]

e Edit update settings will customize Automatic Updates Features.
This feature gives you access to Eaton software updates.
Intelligent Power® Protector will always be up to date if you select the Check automatically option.
When a new software version is detected on www.eaton.com, just follow the wizard instructions.
Notes:
Intelligent Power® Protector settings will be retained with this operation
Intelligent Power® Manager can manage updates with large number of computers (refer to chapter 5)
Check for updates will check if a more recent version of the product is available on Eaton Web site
Module Settings enables optional modules (e.g. Shutdown Controller)
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3.1.8 Shutdown Controller

3.1.8.1 Introduction

Intelligent Power Protector can acquire UPS alarms from a UPS (through USB or RS232) and forward
the shutdown alarms to the other Intelligent Power Protectors. This specific Intelligent Power Protector
is called the “Shutdown Controller”.

Note: The Shutdown Controller can not acquire information through a SNMP/Web Card.

3.1.8.2 Activating Shutdown Controller feature

You have to activate the Shutdown Controller feature on the IPP 1 that relays the alarms (connected
to the UPS through USB or RS232).

This option can be activated from Settings-> System -> Module Setting

Double click on Module settings then check the checkbox.

| Edit modules settings ><
[
| Shutdowen contraller

Save ] [ Zancel

When this feature is activated on one IPP:

e Anew view called “Notified Applications” appears in the menu of the Shutdown Controller IPP and the

IPP toi banner is updated with this graphical sign:

e Other IPPs will discover this IPP through a network scan.
From these other IPPs configure the parameters in Setting-> Shutdown-> Configuration.
The main parameters are:
* Power Source (indicate the IP address of IPP1 that is the Shutdown Controller)
* Load Segment
* Login and Password (You must use “admin” account)
Click on Save. Now your IPP is registered in the Notified Application view of the Shutdown Controller
(refer to the next chapter).

Example with 3 computers (refer to the Shutdown Use Case for Architecture #3) :

A UPS is locally connected (through USB) to computer 1 hosting IPP1 (Shutdown Controller)

e the IPP 1 automatically detects its UPS

e the user has to activate the “Shutdown Controller” feature for IPP1

e In IPP2 interface the user will have to indicate the IP address of IPP1 computer, the load segment
and IPP1 Login and Password

e In IPP3 interface the user will have to indicate the IP address of IPP1 computer, the load segment
and IPP1 Login /Password

e |IPP1 will forward Shutdown alarms to remote IPPs (IPP2) (IPP3)

e As aconsequence the 3 servers powered by this UPS are protected.
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MWelwaork

This is the corresponding Power flow view where 1 UPS powers 3 single feed Servers:
3.1.8.3 Notified Application view

The notified application View appears when the Shutdown Controller feature is activated.
When the user selects a line, the right hand panels will be refreshed according to the selection.

EF-T°N Intelligent Power® Protector D)

Views « /| @/ | Node List a1«
FE3 Views
\_:anwer Source

Type Status Name Description Class = Version 03 Type Remainin_. Shut . Shutdown | O
= @ @  Pcé3Del. inteligent Power Protector Intelligent Power Protector / 1.10.037  1.10.037 Windows NT/5.01.00 42 2 min... [ Lo
573 Notified Applications
9 Events g (/] PC22-Leno.. Inteligent Power Protector Inteligent Power Protector / 1.10.037  1.10.037 Windows NT/6.01.00 20 2min... [ M..

E Events List g [«] PC23-Leno... Inteligent Power Protector Inteligent Power Protector £ 1.10.037  1.10.037 Windows NT/8.00.02 22 2min... [ Lo...

&/ Events Calendar =

3 £3 Seftings Estimated runtime to shutdown 22 min 05 s
Shutdown duration

£ Auto Discovery Off time 5 min 05 5

7] Actions
(b shutdown
g;'} System
[ Log
'i?‘ User List
Page 1 of1| F Kl r.{':-" 25 | w Items per page Displaying 1 -3 of 3

Qo 77 @ Warning: 20 @ critical: 25 €unknown: 32 Lastevent: €) 06/07/10 - 2:58:18 pm - PC43-Dell-Seven - Commurication with device is restored

Notified Applications View

Status:
e Green icon indicates that communication is OK between Local and Remote IPP
e Grey icon indicates that communication is lost between Local and Remote IPP

Shutdown Diagram: — ]

The shutdown diagram is a time illustration of the shutdown sequence of the selected computer. It aims to
present a visual representation of the shutdown sequencing between the different computers.
e The total width is the remaining runtime to empty of the power source (in case a power failure
would happen or is in progress).
The green part is the runtime to shutdown duration of the computer
The orange part represents the computer shutdown duration.
The red part is the computer off time.

Note:
The Notified Applications list is persistent.
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The status of this remote IPP will change from OK @ to Communication Lost 9 if you uninstall a remote
IPP or if there is a communication lost event between the shutdown controller IPP and the remote IPP. With
this mechanism the IT administrator will be able to monitor any change in the IT distributed architecture.
You can manually remove the IPPs from this list through the Autodiscovery -> Remove Nodes
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4 Supervision

4.1 Access to the monitoring interface

To monitor the Power Source, start the main “Intelligent Power® Protector” interface. You can access the
same interface locally or remotely.

4.1.1

4.1.2

Local access

From the system where Intelligent Power® Protector is installed, you can use the following shortcut:
Start -> Programs -> Eaton -> Intelligent Power Protector ->Open Eaton Intelligent Power Protector
From a local machine, you can type the following URL in a Web browser

https://127.0.0.1:4680/

or

http://127.0.0.1:4679/

Remote access

From a remote machine, you can type the following URL in a Web browser
https://<name or IP address of computer hosting IPP>:4680/

or

http://<name or IP address of computer hosting IPP>:4679/

In SSL mode, accept the certificate (by clicking on Yes)

e.g. To install the certificate on IE7, you need to

perform the following steps:
£ Information pou exchange with this site cannot be viewed or

? changed by others. However, there iz a problem with the site's L. . .
: security ceriicate > Run IE as an administrator (Right-click the
desktop icon)
The zecurity certificate was izzued by a company you have fad :
oD not chosen to trust. View the certificate to determine whether > VI.SIt the IPP site. .
you want ba trust the certifving autharity. > Click through the certificate error

> Click the "Certificate Error" button in the
address bar.
> Click View Certificate

a The zecurity certificate date iz valid.

& The name on the security certificate is invalid or does not

match the name of the site > Click Install Certificate
> Click the “Place all certificates in the following
Dagelianiisipieosety store” radio button, and choose the “Trusted Root
: : Certification Authorities” store. If you don’t do this,
Lodes  J[ No ] [yienCeniicate the certificate goes in your personal store, and it

Accepting the SSL Certificate

isn’t trusted by IE.

Enter the Login and Password
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4.1.3 Power Source View

From the Views menu ltem, select the Power Source item:

You will be able:

= to supervise the information from the UPS that powers the Intelligent Power® Protector computer
» todrag and drop the panels in this window

(=3 iews

apower Source
2 Events

E g Events List

#lEvents Calendar

(=7 Settings

,&Auto Discovery

] Actions

(e shutdoven

é}sys{em

[ oo

3 User List

@ ok 13
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Intelligent Power® Protector

Yiews <@  Power Source

Information and Status

@ 16693224113

Description

Mominal spparent povwer

IF address
Mac Address
Serial number
Clazs
Location
Contact
Link

Battery state

Powver Source

Load level

Battery capacity

Battery run time

Master output: Maitre

Load segment #1: Groupe #1

Load segment #2: Groupe #2

Graph - Z hours

Ewalution 550

BS0 WA

16699 224 118

00 20:85:FL:TE0S

AW0M80MH

Metwark Management Card [HA
1409

Luc

®

o Charging

@ onouiity

T 26 %

[ 100 %

Statistics - Tdays 12min05s
@ on

@ on

@ on

==

@ Warning: 2

06/03)10 - 10:11:30 am

@ critical: 4

€ Unknown: 12

06/03/10 - 12:11:30 pm

Weasures

Input frequency

Input voltsge

Output fregquency
Output vottage

Output current

Global spparert power
Glokal active power
Battery output voltage

Environment

Synopkic

Line Interactive LIPS

Events

Master output
Load segment #1

Load segment #2

Lastevent: (@) 05/31/10 - 8:05:43 am - 166.99.224.43 - End of UPS shutdown imminent alarm

a0 Hz
233
a0 Hz
23EV

161 W
121w
13%
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4.2 Panels list:

4.2.1

Information and status

This panel displays information on the device that powers the server running IPP.

Information and Skakus -

@ 166.95.224 121

Description Evolution 550
Maominal apparent power 350 WA
P address 166.99.224 121
Mac Address 00 05 2300 20: 25
Location Orifice
Contact Manager
Lirik ®
Battery state @ Charging
Povvver Source @ O Lility
Load level [IIIIIIn s
Battery capacity (EEEEEEEER 1 on 2
Battery run time Thi4dmniss
Mazter autpot E on
oL E 2n
Group? E on

Information Panel

The following node information is displayed in this panel:

166.99.224.121
Description

Nominal Apparent Power

IP address
Mac address
Location

Contact

Serial Number
Link

Battery state
Power source
Load Level
Battery capacity
Battery run time
Master Output

Group #x

the DNS name (or IP address) is displayed near the “status icon”

the commercial product name

the UPS Nominal Apparent Power (in VA or KVA)

(if network acquisition) the Web/SNMP card IP address

(if network acquisition) the Web/SNMP card Mac address

the device location (value of syslocation object or can also be configured
in the Device page )

the device contact (value of syscontact object or can also be configured
in the Device page )

The device Serial Number (if available)

link to the device Web site (if available)

Charging / Discharging / Default / Floating / Resting

AC Power / Battery

the output load level of the device

Battery capacity of the device

the device remaining backup time

Main output status (ON/OFF/Internal Failure/On Automatic
Bypass/Manual By Pass/Overload)

output outlet status (ON/OFF)

Note: The information displayed in this panel depends on the UPS capabilities.
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4.2.2 Measures

Measures -
Input fregquency S0 Hz
Output frequency 14Hz
Inpt woltage 238w 235 W 238w
Input current B & oA oA
Output voltage 238 238 234
Output current 24 oA 0a

This panel displays the selected device electrical parameters (single phase or 3 phase) depending on the
node capabilities.

4.2.3 Environment

Ervironmmenk =

Temperature W 2290
Humidty (I 182%

Irgot &1 O Cpen
Inpt #2 O Open

This panel displays the selected device sensor information: Temperature, Humidity level, Dry contact status

(Open/Closed)
» Temperature Sensor temperature (in °C)
= Humidity Humidity level
= Input #1 Status of first contact (open / closed)
= Input #2 Status of second contact (open / closed)

4.2.4 Graph

Graph - A¥Y0J1901H ®
| )
Diater 05/21/0 - 9:43:11 am
Inpt woltace: 234 v |
Load level: I 28 %
Biattery capacity: R 100 %
Battery runtime: 11 min 40 s
= h————r o~
L B

05/21/10 - 8i56:34 am % 0542110 - 10:56:34 am
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This panel displays the graph of the main measures of the selected device.
To read the values, proceed as follows: Place your mouse cursor over the graph, a vertical line appears over
it and you can read the values in the box for the selected date.

The =/ button allows you to zoom in the graph.
The “# button allows you to select the data you want to display in the graph (refer to following screenshot)

Graph 5ettings *
Measures

Battery: Battery capacity Battery run time
[ Battery output voltage [ Battery temperature

OutpLt: [l output voltage [T Cutput current
[l output frequency Load level
[C] apparent power

Input: Input voltage Input current

] tnput frequency

Ervirormment; Termperature [T Hurnidity

Time Scale

2 hours v

[ Save ] [ Cancel l

In this window, you can select up to 6 measures simultaneously
Time scale possible values are 1 hour /2 hours / 6 hours / 12 hours / 24 hours / 2 days / 1 week

4.2.5 Synoptic

Swnopkic =
Cnlire UPS

Pp=

Master
Output measures

Losd lewel I 29 %

Apparent powwer 443 kVa
Ctpt wolbage 230 %
Ctput current 19 4,
Cutpat frequency 49 Hz

This panel displays the selected device synoptic.
In the top left corner, the UPS electrical topology is indicated (Online UPS, Line Interactive UPS, ...).
A tooltip is displayed when the mouse is over one of the functional block.
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Synoptic Color codes:
e UPS modules:

AC/DC DC/AC By-Pass Colour Description
m Green Status OK & Active
j i ﬂ Red Internal fault & Inactive

Grey Status OK & Inactive
= A or Unknown

e Battery module:

Symbol Colour  Description

Green Status OK

Orange  Battery charge is less than 50%

Red Battery fault or End-of-backup

Grey Battery status unknown

COCo

e Electrical flows:

Symbol  Colour Description

Yellow  Current flow through the cable
Note: the object animation gives the direction of current flow

Grey  No current flow through the cable (Warning the cable may be under voltage)

hll

e Electrical power source at UPS input:

Symbol Colour Description

} Green  Source powered. Status OK

ﬁ::- Grey  Source not powered or status unknown

Examples of combinations between flow status and power source status:

}_ Green/ The electrical power source is powered and provides electrical flow

~ Yellow

b_ Green/  The electrical power source is powered and does not provide electrical flow
Grey
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e Load at UPS output: (its status is linked to that of the UPS output status)

Symbol Colour  Description

b. Green Load powered and protected. Status OK

Red Load not powered

Grey Load status unknown

Examples of combinations between flow status and load status:

Green

Grey/ Load not powered
Red

B>

>

:P Yellow/  Load powered and protected
=

4.2.6 Events
Events || —
Status | Date Meszage
2001 09-15:59: 22 Bypass : Return on UPS -
20010155845 Outpt on automstic bypass
270109155843 The outlet group 2 iz on
270109-15:58:42  The outlet group 1 iz on

270109-15:58:40  The UPS output is on

P000©®0O

270109-12:58:32  The UPS output is off I

This panel displays the events list of the selected node. You can sort the events according to Status, Date,
and Message by clicking on the column header.

4.2.7 Statistics

Statistics - 7 days

Communication between card and device lost 4
The UPS output is off 4
Metwork communication with device lost 3
Estimated consumption 2754 BV h
Powver lost cournt 3
Cumulated power lost time Emin 42 =
LIPS fault 3
UPS overload 1
0Zf17/09 - 1Z:00:00 am W 0Zf23/09 - 11:59:59 pm

This panel displays the statistics of the selected node.

The “# button allows you to select the time interval for the statistics.
You can adjust the time interval by clicking on the 2 buttons with the “From” and “To” dates.
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Here is the list of Statistics Computed Data:

Apparent Consumption (or Active Consumption in next release)
Average Apparent Power (or Average Active Power in next release)
Power Failure Count

Power Failure Cumulated Duration

Battery Fault Count

Internal Failure Count

Overload Count

Warning Alarm Count

Critical Alarm Count

Output Off Count

Communication Lost Count

Note: This information depends on device capabilities
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4.3 Events

4.3.1 List representation

Select the Events -> Events List and the following page appears:

= Logout ‘admin’
= Help

Intelligent Power® Protector

Views «| @/ | Events List & Acknovwledge selected events
= Wiewes Statuz | Date Mame Message Aok JACKHDWlEdgE all events
PO S @  0SBIAD-B05. 1860922443  End of UPS shutdown imminert slsrm -
= gEvents . &JExpon logs
3 gEvents List @  0528NM0-E11.. 1669322443 The load segment #1 is off
#Events Calendar - i
St @  0528M0-E11.. 1669922443 The load segment #2 is off v B =it ol
95 Settings ©  0SEBAD-ET1.. 1860922443 The UPS ouputis off v A
Ay Auta Discavery
] actions o 0S/28M0-6:11... 16699224 43 UPS shutddowen imminert alarm
(P shutciown
FPsystem
[JLog
(S User List
Page |1 oft | b bl | @& |25 | |Items per page Displaying 1 -5 of 5
Qox 13 @warning: 2 || @critical:i 4 | @Unknown: 12 | Lastevent: @ 05/31/10- 5:05:43 am - 166.99.224.43 - End of UPS shutdown imminent alarm

Alarms list.

Buttons on the bottom toolbar allow filtering on unacknowledged alarms of the corresponding level.
All new alarms are stored in this log.
You can sort the alarms according to Status, Date, Name, Message and Ack.

The following functions are available:
Acknowledge selected events will add a check box in the Ack column for selected events
Acknowledge all events will add a check box in the Ack column for all events

Note: When an alarm is acknowledged, it is marked with a checkbox but it is still viewable in this Event list
It decreases the number of non acknowledged alarms at the bottom of the Web page
The acknowledged alarms disappear in the PowerSource -> Event panel

Export Logs will create a logs.csv file with the following syntax:
"Date";"Node"; "Type";"Level";"Object";"Value"; "Message";
"2009/01/27-18:35:20.840";"166.99.250.83"; "Measure";"0"; "UPS.PowerConverter.Input[1l].Frequency";"49";"";

Select all will select all displayed events
Deselect all will deselect all selected events

Tips:

You can select one alarm by clicking on it

You can select several alarms with Shift Click or Alt click
Then the selected lines appear in dark blue
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4.3.2 Calendar representation

Select the Events -> Events Calendar and the following page appears:

In this matrix representation, each line is a week and each column is a day in the week.

If you select a day or an interval (with datepicker or shift+click command), events and statistics panels will
give you all information for this selection and will automatically refresh when new statistics have been
computed.

= Logout 'admin’

i . ® ; «Help -
F-T1-N Intelligent Power® Protector )] ™ q“
Views «/|@/ | Events Calendar @) | Selection view s
2‘5“']“’5 Week~  Sunday | Monday  Tuesday  Wednesd.. Thursday | Friday Saturday Events - 2 events - from 06/02/10 to 06/03/10 8=l ~
(.3 Power Source
J:ﬂ. 23 (06/20... (O ] Status = Date Name Wessage Ack
g Notified Applications 5
G Events 22 (06/20... @0 [ 4] ®0 [¢] 08/03/10-3:... PC43-Dell5... Communication with d... =
E Events List 0 o 0 o 06/03/0-3.... PC23-Lenc-.. Communication with d...
Ay e A [} 08/03/10-3.... PCZ2-Leno-.. Communication with d...
=147 Settings .
. o 08/03M10-3.... AV4K18007 The load segment#2i...
P1&;&um Discovery =
(] Actions o 08/03M0-3:... AV4K18007 The load segment #1 i
'I;)P’Shutdnwn o 06/03M0-3:.. AV4K18007 The UPS output iz on
‘;:} o il ) 06303 . AVAKIBO07 The system is power
[| Log B
ﬂ%uaer List o 08/03M0-3.... AV4K18007 The load segment#2i...
o 08/03/10-3.... AV4K18007 The load segment #1i...
o 06/03/10-3.... AV4K18007 The UPS output is off =
0 08/03/10-3:... PC22-Leno-.. Communication with d...
0 08/03/10-3:... PC23-Leno-.. Communication with d...
0 08/03/10-3:... PC43-Dell5... Communication with d...
) NEMAN-  AVAKIZONT _The svatem is nnwer b
[4 4 Pagel ofs| B Pl | @ |25 | ItemsRispageg 1-25
Statistics - 2 days - from 06/02/10 to 08/03/10 Bili=
Estimated consumption 821 kVAh
Average apparent power 222VA
Power lost count 18
Cumulated power lost time 2h09mn20s
The UPS output is off 5
Communication lost 28
Qo7 @ warning: 20 @ Critical: 25 € Unknown: 32 Lastevent: € 05/07/10 - 2:53: 18 pm - PC43-Dell-Seven - Commurication with device is restored

4.3.3 Nodes Events list

The icons in the different views represent the event severity.

Icon Event status

Q Normal. With this event, the UPS device is coming back to a normal status.

Event list list (UPSs):

=  Communication with device is restored
= Communication restored with UPS

= The system is powered by the utility

= The UPS output is on

=  Communication restored with UPS

= Battery OK

= UPS returns to normal load

= UPSOK

= Bypass : Return on UPS

= End of low battery alarm

= The outlet group 1 is on

= The outlet group 2 is on

= Communication failure with environment sensor
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Communication restored with environment sensor
Humidity is in normal range

Temperature is in normal range

Input #x on

Input #x off

End of warning alarm

End of critical alarm

Redundancy restored

Protection restored

@ Warning. A problem occurred on the UPS device. Your application is still protected.
Event list list (UPSs):

The system is powered by the UPS battery
Output on automatic bypass

Output on manual bypass

Humidity is below low threshold

Humidity is above high threshold
Temperature is below low threshold
Temperature is above high threshold
Warning Alarm (a generic Warning alarm is active on the device)
The device is under its load alarm threshold
The device is over its load alarm threshold
Protection lost

Redundancy lost

Shutdown in {time}

9 Critical. A serious problem occurred on the UPS device. This problem requires an urgent action.
Your application might NOT BE powered anymore.

Event list list (UPSs):

The UPS output is off

The outlet group 1 is off

The outlet group 2 is off

Battery fault

UPS overload

UPS fault

Low battery alarm

Applications must stop immediately...

System shutdown in progress...

Critical alarm (a generic Critical alarm is active on the device)

13 Communication lost

Event list:

The communication with the server has been lost
Communication with UPS device has failed
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4.4 Launching Device Web interface

From the Status panel, you can access the Web Page for Eaton cards including an on-board web server.

Click on the web Link associated to this blue icon ® (http access) or this yellow one @ (https access).

E.T-N

Power Xpert®
Network Management Card
Powering Business Worldide

ups UPS Properties Help

UPS Properties

AC Output Power Xper Gateway Card Powerware 5125
uPs control @ Pulsar i 2200 _ Ve iU - Powerware 5125 e
Weekly Schedule Carte 16 Mo e Load Seqment 1 _—
e v e S LoadSaqment2 Select a parameter category: [ All-Categarized =
Shutdovn Parameters Frequency sp0kz e
0ad Seqment =
e + Identfication
P = A Load eve 0% - Alams.  Wentification/General Information
— Apparent Pover 00kva Creled Attached D N
Wessurements e e . ached Devices fone
Event Lo ogs Battery Last Replaced Date
9 s Not Set
SystemLog Event Date Last Seniced Not Sat
Emai Notfication Urssaws System pT— Py
Power source ACPower - Configuration Low Runtime Alarm Setpoint 3 minutes

Settings 1

oy Output bad evel R 0% Network Norninal Input Frecuency: 50 hertz

Date/Time

" © ueser: on e Nominal Input Voltage. 20 volts
) Notifed Appications General Emai Nominal Output Frequency 50 hertz

s wn Output @® crowt: on Collective Email ;

M P Modbus TCP Norminal Output Voltage: 230 volts

e Number of Phases 1
s e Y UPS
NetWatch Output VA Rating 3000 vot-amperes
Battry load lvel [CITLIIITT 100%  Chargin

Environment K aing TR Output Watts Rating 2700 watts

e Remaining backup e Shozmars Save and Restore Part Number. 051471655591

Setings Battery status oK Logon s User + Identification/System Configuration

e Last update - 20084008 11:25:28

Opening different Web interfaces from Intelligent Power® Protector.
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5 Advanced Management

The Intelligent Power® Manager (1.12 minimum release) can remotely:
e Display an Intelligent Power® Protector configuration.
e Configure a single Intelligent Power® Protector.
e Synchronize multiple Intelligent Power® Protector configurations.
e trigger the Intelligent Power® Protector Upgrade

More details are available in Intelligent Power® Manager user’s manual. (You can evaluate the free version
to manage up to 10 nodes from http:/powerquality.eaton.com)
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6 Compatibility List

Eaton has tested the compatibility of Eaton Power Protector with the following devices and applications:

6.1 Eaton Serial line Devices

Eaton Equipment designation

Connectivity

Eaton Powerware series:

3105, 5110, 5115, 5130, 9130, 9135, 9140 and legacy 9120, 9125

USB or RS232

Eaton Powerware series:
BladeUPS, 5125, 9155, 9355, 9390, 9395

RS232 only

Eaton Pulsar Series:
Eaton 5PX

Evolution 650 /850 /1150 /S 1250/ 1550/ S 1750 /2000 / S 2500 / S 3000
Pulsar 700 / 1000 / 1500 / 1000 RT2U / 1500 RT2U (intl. & US Models)

Pulsar M/ EX
Pulsar MX & Pulsar MX Frame 16 U / MX

USB or RS232

Eaton Pulsar Series:
EX RT
Comet EX RT 1:1/3:1 / EX 5 RT (Asia/Pacific)

RS232 only

Notes:

e XSlot-USB Module for Powerware series is unsupported by Intelligent Power® Protector 1.10
e Ellipse ASR 600/750/1000/1500 USBS, Ellipse MAX, Protection Station, Protection Center, NOVA
AVR, are currently supported by Personal Solution Pac software.

6.2 Eaton Network Devices

Eaton equipment designation

Type

lllustration

Network Management Card MiniSlot SNMP/Web — P/N 66102
(DA firmware revision and above)
And associated Environment Sensor

UPS Option Card
Eaton Pulsar

Network Management Card & Modbus/JBus — P/N 66103
(through Ethernet Network)
And associated Environment Sensor 66846

UPS Option Card
Eaton Pulsar

ConnectUPS-MS MiniSlot Network Management Card P/N
103006826
And associated Environment Sensor

UPS Option Card
Eaton
Powerware

ConnectUPS-BD Web /SNMP P/N 116750222-001 (**)
And associated Environment Sensor

UPS Option Card
Eaton
Powerware

ConnectUPS-XSIlot Web /SNMP/xHubCard, P/N 116750221 -
001 (*) (*)
And associated Environment Sensor

UPS Option Card
Eaton
Powerware

PXGX2000 P/N 103005868-5591 (*) (***)

UPS Option Card
Eaton
Powerware
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Note: Connect-UPS-E for Powerware series should be compatible, but Eaton didn’t perform official testing
on it.

(*) With Intelligent Power Protector 1.10, the Eaton Powerware 3 phase UPSs compatibility is officially available
according to the following solution:

e Cards: ConnectUPS-X v4.32 or PXGX2000 v1.4.2.1

e UPSs: Blade UPS, PW9155 Dual Phase, PW9355 10-30 kVA, PW9390 40-160 kVA, PW9395 225-1100 kVA & SBM
e Known limitation: PW9315 will not be supported by this 1.10 release.

(**)Required Connect UPS XSlot/BD configuration:
= Set the IPP discovery password to the same value as the Web /SNMP read community name
(default is public)
= In ConnectUPS Write Access Managers control menu (via telnet, ssh or serial connection): disable
SNMP access restricted by IP/Hostname (this is the default setting since firmware version 2.02) or
configure it correctly (IPP has to be configured in trusted host list)

(***)Required PXGX 2000 configurations:
= Set the IPP discovery password to the same value as the PXGX2000 read community name (default
is public)
= In PXGX2000 Access control page: disable SNMP access restricted by IP/Hostname or configure it
correctly (IPP has to be configured in trusted host list)
= In PXGX2000 Take care to configure PXGX2000 in SNMP V1 or SNMP V1 + V3

6.3 Eaton Legacy cards

These cards should be compatible, but Eaton didn’t perform official testing on them.

Eaton equipment designation Type lllustration
MGE Network Management Card MiniSlot SNMP/Web — UPS Option Card
66244 (legacy)

And associated Environment Sensor

Network Management Card Transverse SNMP/Web — 66074 UPS Option Card
And associated Environment Sensor (Legacy)
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7 FAQ and Error messages

In the HTML pages:

Cannot display the UPS properties page. HTTP 404 error with IE.

Solution: Check the URL entered.

> https://<name or IP of the computer hosting IPP>:4680/
lor

> http://<name or IP of the computer hosting IPP>:4679/

In the Linux Graphical System integration:

Linux (Debian and Ubuntu, with Gnome)
Eaton-Intelligent Power Manager - "Open" shortcut is not present

Solution: The menu shortcut will appear the next time you will launch Gnome.
lIn the meantime, simply open a web browser and enter the following URL: http://localhost:4679/

Linux (OpenSuSe 11, with KDE)
Eaton-Intelligent Power Manager - "Open" shortcut is not visible

Solution: To find IPP icon, use the 'Search' function from the Application Menu.
You should then find IPP icon in the Favourites section.

Linux (Red Hat, OpenSuSe and Mandriva)
Notification icon ("system tray icon") is not started upon installation or upgrade

Solution 1:

Launch the following command, as your standard user, from a terminal or using a "Launch” feature:

$ /usr/local/Eaton/IntelligentPowerProtector/mc2 -systray

Note that if you launch this command from a terminal, you will need to add an ampersand (" &") at the end
of the command line, in order to detach the process.

Solution 2:
Close your graphical session, and log into a new one.
The notification icon will be automatically started with the new graphical session.

In the Linux Network System integration:

Linux: Network proxy not detected

If your network proxy was not detected during installation, you will not be able to access automatic update
and other Internet resources from IPP.

This can be validated by the absence of proxy . cfg under
/usr/local/Eaton/IntelligentPowerProtector/configs/
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Solution:
Create a file name 'proxy.cfg' under
/usr/local/Eaton/IntelligentPowerProtector/configs/ with the following content:

{

'proxyHost': "your.proxy.address.com",
'proxyPort': "proxy_port"

}

For example:

{
'proxyHost': "proxy.domain.com",
'proxyPort': "8080"

}

Then restart IPP to reload the configuration

Linux:
IPP Linux displays the Network Communication lost alarm after 20 minutes only

Solution:
Improvement in a next release

In Windows Vista Hibernate sequence:

By default IPP runs an Operating System hibernate. Unfortunately, the Hibernate option of Windows Vista
is sometimes no more available after a “Disk Cleanup”.
In this case Windows Vista hibernate fails.

Solutions:

Change the IPP shutdown configuration from “Hibernate” to “Shutdown”

Or

Execute the command "Powercfg -h on" under an administrator account, to restore the Windows Vista hibernate
option.

http://support.microsoft.com/default.aspx?scid=kb:EN-US:928897#L etMeFixItMyself

In shutdown sequence:

PW 9130 UPS doesn’t shutoff as expected when IPP is connected through USB/Serial and when a Web
SNMP card is plugged into the slot

Solution: you have to disable the UPS shutoff command from the card interface to ensure a proper
shutdown of your machine protected by IPP.

For that, go to the “Configuration/UPS Shutdown and Restart Settings” page of the card and select “No”
for the parameter “Load Segment to Turn Off after OS Shutdown”.

Note: If you have chosen to use the USB/serial connector for communication between IPP and your UPS
hich also has a web card inside, it is better to disable the shutdown criteria of the card to ensure the
shutdown and the restart of your machine.
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8 Glossary

IP address
When TCP/IP is installed on a computer, an address is assigned to the system. Each address is unique and
is made up of four numbers, each between 0 and 256 (e.g. 168.8.156.210).

NMS (Network Management System)
The NMS supervises SNMP devices connected to the TCP-IP Network.

Network Shutdown Module

The Network Shutdown Module is a software module that uses the information transmitted by the Network
Management Card/Proxy to inform computer users on the current status of the electrical power supplied to
the computer.

If the supply of the electrical power from the UPS is at risk, the Network Shutdown Module initiates an orderly
shutdown of the computer under the most secure conditions possible.

SSL (Secure Socket Layer, created by Netscape)

A solution for securing transactions over the internet. SSL is a communication protocol that authenticates the
data exchanged, as well as ensuring its confidentiality and integrity. The protocol uses a recognized
encryption method, the RSA algorithm with a public key (where RSA means Rivest, Shamir and Adleman,
the inventors). An RSA key is the result of operations involving prime numbers. SSL is built into the Internet
browsers on the market. The padlock in the bottom of your browser screen is automatically displayed if the
server sending information uses SSL.

TCP/IP (Transmission Control Protocol / Internet Protocol)
Family of protocols for the transport and network layers.
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Open SSL

e  This IPP product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)”

e  This IPP product includes cryptographic software written by Eric Young (eay@cryptsoft.com)

e This IPP product includes software written by Tim Hudson (tjh@cryptsoft.com)

Lib USB
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The full License version for each of these projects is available from Intelligent Power Protector (Settings ->
System -> About)

Eaton Intelligent Power® Protector — User's Guide — / AF

Page 58/58



