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Overview

The Microsoft® Office Information Bridge Framework connects Microsoft Office applications with compatible Web services or common language runtime (CLR) services that are written for line-of-business (LOB) services, such as accounting, supply chain management, and resource planning applications. With this system, users can interact with LOB services directly from content that is hosted by Microsoft Office Word 2003, Microsoft Office Excel 2003, and Microsoft Office Outlook® 2003.

The Microsoft Office Information Bridge Framework Planning and Architecture Guide is one of three guides that describe the Information Bridge Framework and how to use it. The three guides are described in Table 1.1.

Table 1.1 Microsoft Office Information Bridge Framework Guides

	Guide
	Audience
	Scope

	Planning and Architecture 
	IT Business Decision Maker or Developer
	Preparing for Information Bridge Framework installation and Information Bridge solution development

	Installation and Deployment
	Business Analyst or IT Professional
	Installing and deploying Information Bridge Framework

	Solution Development 
	Business Analyst or Developer
	Extending Information Bridge with custom solutions; configuring Web services that are to be used with Information Bridge


The Microsoft Office Information Bridge Framework Planning and Architecture Guide begins with a description of the basic Information Bridge concepts and planning guidelines. Subsequent sections provide more detailed overviews of underlying technologies, architecture, and infrastructure requirements. The guide includes general guidance about how to identify business scenarios that are candidates for Information Bridge solutions and how to identify the business entities and other data and actions for these solutions.

Note: The Microsoft Office Information Bridge Framework Solution Development Guide is included with the Microsoft Office Information Bridge Framework Resource Kit, which can be found at http://go.microsoft.com/fwlink/?LinkId=28761.

Audience and Scope

The Microsoft Office Information Bridge Framework Planning and Architecture Guide is intended for IT managers and for developers who are building Information Bridge solutions and the associated services.

Note: This guide does not provide detailed information about installing and deploying the Information Bridge Framework or about how to use the Information Bridge Framework to build custom solutions. These topics are covered in other documents in the Information Bridge Framework documentation set.

The content is divided into the following topics:

●
Business Case

Provides a business case for using the Information Bridge Framework in an enterprise. 

●
Planning
Discusses the typical Information Bridge Framework project life cycle, defines what the Information Bridge Framework is and is not, and offers guidance on best practices for planning an Information Bridge business solution.

●
Technologies
Provides a brief review of Extensible Markup Language (XML) and smart tag technologies and a description of how these technologies are implemented in Microsoft Office 2003 applications.

●
Architecture
Presents information about the physical architecture of the Information Bridge Framework and how XML and smart tag technologies are used in developing and operating Information Bridge solutions.

●
Infrastructure Requirements
Discusses the hardware resources, software resources, and human resources required to develop and deploy the Information Bridge Framework, including infrastructure requirements.

●
Metadata Organization
Describes the overall structure of Information Bridge metadata and how each element fits into the overall structure, and gives information about each of the principal metadata elements.

●
Metadata Design
Discusses the recommended best practices for Microsoft Office Information Bridge Framework solution metadata design.

●
Security Overview
Reviews the security technologies that are integrated in the Information Bridge Framework and the existing security features of the Microsoft Windows® operating system and other Microsoft technologies.

Appendices to this guide include:

●
A: Glossary

Definitions of terms that are used in the Information Bridge Framework guides.

Document Style Conventions

Table 1.2 notes the style conventions to keep in mind as you read the guides.

Table 1.2 Style Conventions

	Element
	How style element is used

	Bold font
	Characters that are to be typed exactly as shown, including commands and switches.

User interface elements.

Class, method, interface, and function names.

	Italic font
	New terms. For example: "Digital identities describe who users are, how they prove it, and what they can access."

Placeholders for variables, where specific values are to be supplied by the user or developer. For example: Filename.ext indicates that you should replace the italicized file name with the file name of your choice. 

	Screen Text
	Text that is displayed on the screen.

	Monospace font
	Code samples.

	%systemroot%
	The folder in which the Windows operating system is installed.

	Note
	Text that alerts the reader to relevant but non-essential supplementary information.

	Important
	Text that alerts the reader to supplementary information that is essential to the completion of the task.

	Caution
	Text that alerts the reader that failure to take or avoid a specific action could result in the loss of data. 

	Warning
	Text that alerts the reader that failure to take or avoid a specific action could result in physical harm to the user or to the hardware.
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Business Case

The success of an organization depends to a large extent on the ability of its employees to discover, analyze, and act on line-of-business (LOB) data and operational information. The Microsoft® Office Information Bridge Framework spans the deep divide that usually exists between the enterprise systems that are used to collect and manage data and the desktop tools that are used to communicate and act on this information. 

Employees in an organization who are working on client computers must often work in several different applications to access enterprise data and complete a task. For example, a user might receive a request in an e-mail message to update a specific customer’s information in an LOB service. 

To complete the task, the user must leave the messaging application and open the relevant LOB application. The user then must use another set of tools to locate the required data and either copy and insert it into the Microsoft Office application or re-key it before being able to work with it in a meaningful way. The user may also have to respond to the original e-mail message or perform some other task that relates to the customer in another LOB application. This means opening, performing tasks in, and then exiting several applications. 

This is an inefficient process. Microsoft Office Information Bridge Framework can help users work more efficiently by providing them with the capability of performing related tasks without having to leave the original document.

Note: For the purpose of this guide, a user is defined as a person who works on a client computer.
The Problem

In an enterprise setting, business information often resides in large, back-end databases and LOB applications. The LOB applications include systems such as enterprise resource planning (ERP), customer relationship management (CRM), financial reporting, and project management systems. The systems usually comprise databases or data warehouses, servers, and server applications to collect and manage the data and, in many cases, also include specialized front-end applications that enable users to interact with the data. The complexity of the front-end applications often reflects the complexity of the back-end systems.

For specialists who spend most of their time interacting with a single system, the complexity of any given LOB application is not an issue because user specialization in a single system allows for more complexity without loss of usability. However, the majority of users in an organization are not involved directly in the creation or management of data. These users often work in Microsoft Office documents such as Microsoft Office Word 2003 documents, Microsoft Office Outlook® 2003 e-mail messages, and Microsoft Office Excel 2003 spreadsheets. The effectiveness of these users depends on their ability to find specific data, to make decisions that are based on the data, and to then communicate information about the data to others. 

The content of the documents in which users work often represents data that is located in LOB services and other data sources. This data and content often is locked in files without programmatic context. To view, add, or modify content in these enterprise data sources, users must leave their source documents and then open the LOB applications. It may not be possible for users to extract all the data they need to complete a business task. In addition, new users require significant training on the LOB applications. Therefore, accomplishing the required tasks in the LOB applications can be inefficient because users find it difficult to:

●
Use unfamiliar LOB applications.

●
Find information in an LOB application.

●
Transfer information from the LOB application to the document, e-mail message, or spreadsheet in which they are working.

The process of copying data from one application and inserting it in another application also creates the opportunity for introducing error.
All of these factors contribute to low return on LOB application investments and on human capital investment.
Most important, however, is the fact that switching applications does not enable a user to view information within the business context of the source document. LOB applications provide views into data, but documents and e-mail messages usually refer to specific conceptual business data objects as part of a discussion, a decision-making process, or some other task process. When a user has to leave the source document to look up related information, it disrupts the flow of the process. This forces users to keep track of the context manually as they move between their source documents and other applications.

The Solution

The key to relieving this burden is not to replace or update the systems architecture and applications in organizations, but to reexamine the role of documents in enterprise business processes.

The Information Bridge Framework eliminates the division between the documents that talk about business information (such as customers and orders) and the information itself (such as the customer record or order record in the company’s ERP or CRM systems). It is an infrastructure and toolset that makes it possible to extend the value of both the LOB systems and Microsoft Office applications by connecting them in an intuitive, cost-effective way. It makes the document context aware, meaning that it enables information inside the document to be actionable within the context of that content.

The Information Bridge Framework functions as a middle layer between Microsoft Office applications and LOB applications. The enterprise uses the components of the Information Bridge Framework to build custom business solutions that meet the organization's particular information flow requirements.

The Information Bridge Framework enables an information window in Microsoft Word, Microsoft Excel, or Microsoft Outlook, in which users can access, update, and act on information that is stored in LOB applications and data sources. The actions that are available to users in the Information Bridge information window depend on the types of solutions you design and implement.

With a business solution application that is built on the Information Bridge Framework components, data relevant to context becomes actionable. There is no longer a need for users to manually copy context between programs. Users can update document content because a link exists between the company’s enterprise data stores and their Microsoft Office documents. The documents can contain direct references to enterprise business objects on which users can act from within the source document.

Benefits of Information Bridge Technology

An Information Bridge solution provides context for making better decisions faster. Seamless integration of LOB data with Microsoft Office applications reduces the need for users to visit multiple, disparate systems to be able to obtain critical data, reduces the time between the request for information and the action on that information, reduces the cost of manually integrating information from multiple systems, and removes the need for the user to manually copy context.

For businesses that already use Microsoft Office for gathering, reporting, analyzing, and communicating information and for collaboration, expanding the role of documents to that of smart documents is a natural step. 

Benefits to the Organization and to Users 

Information Bridge solutions provide the following benefits to users in the organization:

●
Easier, more efficient information-gathering from LOB services

Information Bridge enables users to collect and act on interrelated information from multiple data sources within the context of the current document content. This significantly reduces the manual gathering of information and the burden on the specialists who are called upon to extract data or prepare reports.

●
Improved collaboration and decision-making processes

Information Bridge makes it possible for users to quickly communicate up-to-date critical information about business objects and entities from multiple, related sources. Because documents include live, direct links to the relevant information sources, all participants in a decision-making process have access to a current, consistent view of the information in those sources.

●
Reduced LOB application training costs

The Information Bridge Framework eliminates the need for users to learn and operate multiple, complex LOB applications. By using custom Information Bridge solutions, users can perform a greater portion of their daily tasks and initiate business processes from within the familiar environment of Microsoft Office applications.

Benefits to the Solution Developer

Information Bridge offers the following benefits to the solution developer:

●
Rapid time to market

Information Bridge enables solution developers and IT departments to create additive solutions faster and with less development cost than they could using traditional one-off development methods. Comprehensive access to Microsoft Office UI metaphors and specific host application APIs provide rapid solution startup. The Microsoft Visual Studio® .NET plug-in called Metadata Designer and the adapters to widely used enterprise ERP and CRM systems further streamline the development effort. After the development and deployment of the first solution is complete, redefining, modifying, or adding relevant views and actions within the context of the solution requires very little new code or programming experience.

●
Ease of deployment and maintenance

The Information Bridge Framework reduces the total cost of ownership through its use of open and interoperable Extensible Markup Language (XML) and Web services standards, its use of Microsoft SQL Server™ 2000 for the storage of metadata, its use of a centralized architecture, and its use of managed, secure code that runs in the common language runtime (CLR) environment.

●
Flexible solutions architecture

By using metadata to describe business actions, entities, and relationships and by using self-describing Web services for communicating information to the client from the metadata service, developers can extend solutions and reuse Information Bridge components. 

· Reusability of solution components

After a developer creates a service or region as part of a solution, the service or region could be reused in any number of solutions by copying the metadata from one solution to another. This provides developers with a way to develop solution functionality in atomic components and then reuse these components across many solutions.
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Planning

This chapter contains a description of the typical Microsoft® Office Information Bridge Framework project life cycle and guidance on best practices for planning an Information Bridge solution design.

The purpose of the Information Bridge Framework is:

●
To provide a consistent model for accessing and acting on enterprise information by using context and the Information Bridge information window, which extend the Microsoft Office model to all types of data.

●
To provide a way to standardize access to enterprise applications from Microsoft Office applications and expose data that is human-understandable and relevant to the current context of the Microsoft Office Word, Microsoft Office Excel, or Microsoft Office Outlook® document.

●
To provide a way to simplify solution programming by using metadata without full framework coding. (More complex solutions are enabled through Microsoft Windows® Forms programming.)

With an Information Bridge solution, a user can open an e-mail message or other Microsoft Office document, and then click smart tags, click toolbar buttons, run macros, or use add-ins to access line-of-business (LOB) information. The goal is to support human judgment by making it easier to discover, engage, and act on enterprise data sources and services without having to leave the context of the source document or e-mail message.

An Information Bridge Framework solution should not be developed to directly address:

●
A primary way for a user to manually create enterprise information-tagged documents.

Although Information Bridge provides the means for users to create enterprise information-tagged documents, the focus of Information Bridge is the use of pre-tagged documents. In most cases, back-end systems or specific people in the organization tag documents or enter text and allow recognizers to tag documents.

●
A way to hide a business application UI from users who execute structured business processes within a single application.

Users who have an extensive understanding of an LOB application and work almost exclusively within it will likely continue to use the UI that is provided by the system, for example, someone whose job it is to manage orders by using a customer relationship management (CRM) application.

●
A tool for enabling users to follow a path of information into a business process or enterprise data if the path has not been prescribed.

Information Bridge Project Life Cycle

Generally, the six steps involved in developing an Information Bridge solution are analysis, Web services development, user interface development, metadata service installation, Information Bridge configuration, and Information Bridge solution deployment.

Analysis

●
Identify a relevant scenario and solution scope. 

●
Identify the entities that users must access from Microsoft Office documents and e-mail messages.

●
Estimate how many users will be accessing the system.

●
Estimate the effect of having these new or additional users on your Web service or services.

●
Determine your enterprise server requirements for installing the metadata service.

Web Services Development Against the LOB Service

●
Deploy Web services that provide a structure for exposing Web service operations. For more information, see the Information Bridge Framework Solution Development Guide.

●
For LOB services without a Web service, buy or build a Simple Object Access Protocol (SOAP) adapter for the legacy application programming interfaces (APIs) of these services or be prepared to call the API from the client.

User Interface Development

●
Build and declare XSL to render HTML that will display results.

●
Build Windows Forms that will display results and allow interaction in the Information Bridge information window on the client.

Metadata Service Installation

●
Install the Information Bridge metadata service on a server computer.

Solution Configuration

●
Populate the metadata in the metadata service by using the Information Bridge tool called Metadata Designer. This tool is a Microsoft Visual Studio® add-in for associating Web services metadata with Information Bridge metadata.

●
Use Metadata Designer to configure and enhance Information Bridge metadata by adding entities, views, operations, and actions.

●
If you are building a smart document solution, create a solution that contains an Extensible Markup Language (XML) schema for referring to the Information Bridge metadata scope.

Deployment

●
Set access level permissions to Information Bridge metadata with Authorization Manager, which is included with Microsoft Windows Server™ 2003.

●
If the Internet Zone trust level is insufficient to protect organization data, sign any assemblies (such as Windows Forms) referred to in the metadata with a custom key.

●
Deploy an enterprise trust policy to trust the custom key and Information Bridge Framework client components.

●
Deploy the Information Bridge metadata service. Deploy the Information Bridge client components to the enterprise.

●
Deploy the solution to desktop computers.

For more information about the installation and deployment of the Information Bridge Framework, see the Microsoft Office Information Bridge Framework Installation and Deployment Guide. For more information about Web services and Information Bridge solution development, see the Microsoft Office Information Bridge Framework Solution Development Guide.

Identifying Information Bridge Business Solutions

When you are determining what business scenarios might be appropriate for implementing Information Bridge solutions, remember that the Information Bridge Framework is a middle layer that exists between the LOB services and the Microsoft Office applications. Developers can use Information Bridge to expose entity instances that represent real-world objects such as Customer, Order, or Invoice. Look for scenarios with the following characteristics:


1.
Users read a document or an e-mail message that refers to business data objects in a business system or across multiple LOB services, such as an account, an employee, or a service request. The user must then retrieve more information about these entities or act on them.


2.
A document cannot be reduced to a simple business form that is integrated within the user interface (UI) of one particular application for any of the following reasons:

●
The content may not fall within a predetermined structure.

●
Users may need to add a variety of unstructured information to the content.

●
Users may need some type of additional Microsoft Office functionality to complete a task.

●
The content may refer to entities that exist in multiple applications or reside in various data sources.


3.
Users must open additional applications to gather data or take action. For example, a user may have to manually copy and then insert a customer name from the current document to a form in a CRM system to see detailed information about that customer.


4.
Users must copy information from multiple applications and data sources into their documents to complete a task or a set of related tasks. Often, there is no system support or guidance for doing this.

In these scenarios, a custom Information Bridge solution might make it possible to perform all of the necessary actions on an entity within the Microsoft Office environment.

Start Small and Grow

When you plan your initial Information Bridge solution, do not try to create a comprehensive solution that encapsulates the entire business process for your enterprise. Designing an information architecture, mapping entities, and identifying roles can be difficult and time-consuming tasks. Trying to design or build a comprehensive enterprise-wide solution will increase the total cost over the long run in addition to the short run, and reduce the solution's overall end value. Start with one specific scenario that can produce a short-term return on investment. Focus this initial solution scenario on a limited user audience. Limit the number of LOB services and the number of exposed entities for your initial solution to keep the solution quick and easy to build.

The development time and cost for your first Information Bridge solution may be similar to other options, but subsequent solutions will likely be less expensive and easier to implement because you can build on shared components with the initial solution, such as user interface elements, smart tag recognizers, and custom Web services or CLR services, or you can merge independent solutions that you create in the future with previously deployed solutions.

After you have deployed your initial Information Bridge solution, review its effectiveness. You can adjust, expand, or enhance the solution to address additional needs you identify. Be sure to limit the number of relationships between solutions, and define relationships between the principal entities across solutions.
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Technologies

The Microsoft® Office Information Bridge Framework technology relies on several existing technologies such as Extensible Markup Language (XML), Simple Object Access Protocol (SOAP), Web services, common language runtime (CLR) services, and smart tags. This chapter contains a brief review of the technologies your Information Bridge solution development team will need to know before you can build and deploy solutions.

XML

XML uses tags to define specific elements within a document, just like other markup languages such as HTML. Unlike HTML tags, however, which specify how a document looks or is formatted, XML tags semantically define a document's structural elements. Thus, XML separates a document's content from its presentation. This makes it easier to manage the content of the document in a meaningful way. 

XML provides a flexible meta-language that can be used to model virtually any type of document. This flexibility also makes the model highly scalable; it can be applied both to simple, text-based documents and to complex, hierarchical information. A scalable model also makes possible the creation of semi-structured documents—that is, documents that have regions of meaning in the same way that columns in a database have meaning. As a result, it can describe virtually any type of document or data structure.

XML files consist only of text, so there are few limits on the tools, platforms, or even devices that create or use XML documents. This allows for data exchange among applications, systems, and companies, no matter what the platform is. 

Because XML documents are platform-independent and text-based, they can be opened and operated on by many of a range of editing programs, and they can be integrated into automated business processes.

For additional information about XML, see the MSDN® XML Development Center at:

http://msdn.microsoft.com/xml/
XML Schemas

XML tags that can be used for a particular type of document or for a particular type of information are specified in XML schemas (XSDs). A schema defines the structure and the type of data that each element within a document can contain. Thus, XSDs can define and qualify content for virtually any application. For example, a schema could specify a document that consists of one or more Customer elements, each of which contains the following child elements: mailing address, telephone number, and e-mail address.

During document interchange, an XSD describes the contract between the producer and consumer of XML because it describes what constitutes a valid XML message between the two parties. Currently, the W3C XML Schema Definition Language is the most widely accepted XML style sheet.

For more information about XML schemas, see:

http://msdn.microsoft.com/XML/BuildingXML/XMLSchemas/default.aspx
XML Transformations

An XML transformation is the conversion of one XML-based document to another type of XML-based document. Extensible Stylesheet Language for Transformations (XSLT) is the XML-based language that enables you to do this. For example, with XSLT style sheets, you can dynamically transform a purchase order created with XML from one schema to another format of the purchase order that matches a supplier's format requirements before you send the order to the supplier. XSLT offers tremendous flexibility for presenting and exchanging data among different kinds of devices and business systems. 

You also can use XSLT to convert XML to a format that presents the information, for example HTML, or you can use it as a filter to limit how much XML data is displayed. Information Bridge uses XSLT to convert documents that are received from an external entity to a format that the Microsoft Office application can use.

For more information about XSLT, see:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/xmlsdk/html/xmconCreatingInteractiveXSLT.asp
XML Style Sheets

Style sheets specify the formatting for XML-based documents. Extensible stylesheet language (XSL) is a style sheet language for XML. XSL includes an XML vocabulary for specifying formatting and XSLT. XSL uses XSLT to describe how the document is to be transformed into another XML document.

For more information about XML style sheets, see:

http://msdn.microsoft.com/XML/BuildingXML/XMLStylesheets/default.aspx
Simple Object Access Protocol

Simple Object Access Protocol (SOAP) is based on XML and defines a lightweight protocol for information exchange specifically for computer-to-computer communication.

For more information about SOAP, see:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnsoap/html/understandsoap.asp
Web Services

Web services are software systems identified by a uniform reference identifier (URI) whose public interfaces and bindings are defined and described by using XML. Their definition can be discovered by other software systems. These systems can then interact with the Web service in a manner prescribed by its definition, by using XML-based messages conveyed by Internet protocols. Web services use open, Internet standards to allow communication between business systems and data sources or between systems that are written in different languages on different platforms.

Web Services Description Language

Web Services Description Language (WSDL) is an XML language that is used to describe Web services. WSDL defines the core language that can be used to describe Web services according to the specifications of an abstract model of what the service offers. WSDL enables Web Services to access and invoke remote applications and databases.

For more information about WSDL, see:

http://msdn.microsoft.com/archive/default.asp?url=/archive/en-us/dnarxml/html/wsdlexplained.asp
Web Services and LOB Applications

Web services link LOB application data and operations to Microsoft Office applications. Information Bridge solutions can use Web services to:

●
Expose the service operations of the underlying and diverse enterprise systems in a common fashion.

●
Aggregate multiple service operations to provide a higher level of abstraction.

These Web services sit logically on top of LOB applications and make it possible for the Information Bridge client-components to communicate and act within the LOB service.

The Information Bridge Framework requires Web services to be WS-I–compliant. For more information about WS-I–compliant Web services, see:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnsvcinter/html/WSI-BP_MSDN_LandingPage.asp
For more information about designing Web services according to Information Bridge recommendations, see the Microsoft Office Information Bridge Framework Solution Development Guide.

Documents and XML

Although there are well-established methods for storing and managing some kinds of data (for example, numerical data in databases), a significant portion of the information that is created in the business environment is not captured in any meaningful way. Users generate documents, spreadsheets, and e-mail messages that contain critical information. To reuse the information in these documents, users often spend a significant amount of time searching for files, re-keying information, copying information from one document to another, and importing relevant information from outside sources in other ways.

Businesses often have the required hardware and architecture to be able to use XML for data exchange and transaction processing. Many businesses also are adopting Web services architecture so that they can leverage their existing infrastructure for XML-based solutions. The missing piece until now has been the ability to make information available in a user-friendly form. This is primarily because until now it has been difficult to semantically determine context in desktop applications, and being able to do this is the key to implementing XML in end-user scenarios.

Note: Context is the text, discourse, environment, code, or markup that surrounds a language unit or data object, such as a word, passage, or data artifact, and helps to determine its interpretation, identification, or interface to other data. Context can add additional meaning or more detailed meaning to the central material. Smart tag reference data or an attached schema can provide the XML markup that gives the context used by Information Bridge to identify an entity instance.
Capturing and Reusing Information

XML-based documentation enables companies to capture intellectual property that is created on an ongoing basis, but that often remains locked in documents and files. After it is captured, this information becomes a valuable asset that can be used and reused in many ways. When companies can define their own XML schema, they can decide exactly what data to capture and how to structure it.

These schemas are analogous to the columns and tables in a database; thus, documents of all kinds become a source of information as rich as any other operational data store. With documents functioning at the storage level, companies can aggregate, parse, search, manage, and reuse documents and domain knowledge in the same way they do their business data.

For users, the ability to search for specific information and to aggregate information from numerous sources eliminates many of the time-consuming, error-prone tasks that are associated with creating and updating documents—for example, opening and closing files to find information, moving information from one document to another, and searching for labels to combine data in like fields.

Smart Tags

Smart tags exist in two ways: recognized tags and embedded tags. Recognized smart tags enable real-time, dynamic recognition text that contains letters, numbers, and symbols. While a user is typing text in a document, the words, phrases, or numbers the user is entering (that is, the context the user is creating) are "recognized" by the smart tag recognizer, and programmatic context is provided when the recognizer wraps the text with XML, turning it into an embedded smart tag. Embedded smart tags are provided for the user either by the user typing text that is recognized by a recognizer, or by an automated application, such as the Information Bridge Framework. In either case, the context is known before the smart tag is displayed to the user. Smart tags provide a set of relevant user actions that is based on the text that was entered and subsequently recognized. This process is what turns text into contextual information that is relevant to a user.

It is possible to use Microsoft Office 2003 XML features to insert the necessary XML to turn text into a smart tag. This is an important scenario for any company that produces reports or automatically generates documents. These documents are generated from known data with an XML structure, so it is a logical step to provide smart tag actions for this XML structure.

Smart tags also offer an extensible pop-up menu that can be populated with menu operations that enable a Microsoft Office developer to expose events associated with a particular piece of content.

Smart Tag Architecture

The smart tag architecture is designed to make creating smart tag DLLs a straightforward process. Developers only have to concern themselves with the application programming interface (API) and the registration mechanism. The smart tag API deals with the implementation of application-agnostic DLLs that provide recognition and action services. Smart tag DLL registration is the mechanism whereby newly created smart tag DLLs make themselves known to Microsoft Office applications.

Smart Tag Recognizers

Smart tag recognizers are pieces of code that create smart tags from identified typed text. They add type information to strings that are passed to them. Smart tag recognizers can be created by using a development tool such as Microsoft Visual Basic® 6.0, Microsoft Visual C++® 6.0, Visual Basic .NET, Microsoft Visual C#® .NET, or Visual C++ 7.0.

An example of smart tag functionality in a document is when a user enters 425-555-0111 in a document, and a smart tag recognizer identifies this as a phone number smart tag. Another user who reads the document and sees the smart tag can open the menu (as shown in Figure 4.1) and click Smart Tag Options to execute predefined actions in the application.
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Figure 4.1

Example of a smart tag user interface with the smart tag menu displayed

Smart Tag Actions

Smart tag actions are user-invoked and are associated with data of a particular type. For example, “Add to my Address Book” or “Display map” could be two actions for a string of type StreetName. The actual street address, such as “1 Microsoft Way, Redmond, WA”, could be a string of type StreetName.

Figure 4.2 shows how smart tags work with registered recognizer DLLs and action DLLs.
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Figure 4.2

Smart tags in Information Bridge solutions work with registered recognizer and action DLLs

Note: Although Internet Explorer and many Microsoft Office applications support smart tags, Information Bridge only supports smarts tags in Microsoft Office Word, Microsoft Office Excel, and Microsoft Office Outlook®.

For more information about smart tag architecture including recognizers and actions, see:
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/stagsdk/html/stconSTArchitecture.asp
Smart Tags within Information Bridge

The Information Bridge Framework uses smart tags as one of the ways to express context inside the document and to provide a cue to the user about additional information that is associated with this context.

The creation of smart tag add-ins should be familiar to any developer who has created COM add-ins. Implementing a smart tag action provider or recognizer involves the implementation of a specific interface by using the development tool of your choice.

A Word 2003 range or an Excel 2003 cell can have multiple smart tags assigned to it. For example, a cell could be a “StreetName” and an “Address” at the same time. Every smart tag has a type, as described in more detail in the following sections. Each smart tag type has one or more actions defined for it, and each action can have a different COM action handler.

Attached Schemas

Microsoft Word 2003 contains functionality for using XML that enables a developer to separate the data in a document or worksheet from its presentation. By using an attached schema, a user can modify the contents of the document or worksheet by exchanging data with other systems.

Word supports the ability to attach an XML schema or XSD and map data to a schema. You use a schema file when you want to control the syntax of an XML document. You can specify the data type of each element, create simple or complex types, add rules that restrict the number of times a particular element can occur, and limit the ranges of values in an XML element. You can use schemas to validate XML data and to ensure predictability when exchanging data.

A schema enables you to specify what elements, attributes, data types, and hierarchies are to be allowed in an XML data file. In Word, you use the XML Structure task pane to mark up a document. You can toggle the display of XML tags in a Word document.

For more information about attached schemas, see:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dno2k3ta/html/odc_OF_WordXMSchemas.asp
Task Pane

Microsoft Office applications such as Word or Excel contain a task pane. The task pane hosts panes such as the Document Actions pane, Research pane, Formatting pane, and Style pane. The task pane is a dockable dialog window that provides users with a convenient way to use commands, gather information, and modify documents. The task pane can contain one or more views that are presented as pages or tabs, and each view is divided into regions. The task pane can be manipulated programmatically to perform certain functions, such as view the pane, dock or undock the window, or add custom information.

Information Window

Information window is the general Information Bridge Framework term for the Document Actions pane in a Word 2003 or Excel 2003 document or for a floating, modeless window in an e-mail message in Outlook 2003 that is part of the user experience layer on the Information Bridge client. The information window also can be a floating window in Word or Excel if the Document Actions pane is already in use by a smart document solution.

The information window can display Microsoft Windows® Forms or HTML content. Because of the inherent flexibility of the information window—for example, being of variable dimensions and either dockable, if it is part of the Document Actions pane, or floating—the UI design for Information Bridge solutions must provide a small and flexible visual display. For more information, see the Microsoft Office Information Bridge Framework Solution Development Guide.
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Architecture

The Microsoft® Office Information Bridge Framework is a set of software components and tools that enable developers to create and deploy flexible, custom solutions that adapt to an organization’s existing information technology infrastructure and require little or no retooling of back-end or line-or-business (LOB) systems.

This chapter includes information about the physical architecture of Information Bridge Framework and how Extensible Markup Language (XML) and smart tag technologies are used in developing and operating Information Bridge solutions.

Additional tools and guidance are available in the Microsoft Office Information Bridge Framework Resource Kit.

Information Bridge Framework Overview

Information Bridge solutions are built on the client and server components of the Information Bridge Framework, and they provide context-sensitive information to users of Microsoft Office applications.

The server and client components of the Information Bridge Framework manage the communication between the LOB services and the Information Bridge client. Information Bridge solutions are custom applications that link the LOB data to the Microsoft Office application interfaces.

Note: An Information Bridge solution consists of the metadata and any associated assemblies used as regions or custom components that are deployed on top of the Information Bridge Framework server and client components.
Figure 5.1 illustrates the three conceptual levels of the Information Bridge Framework.
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Figure 5.1

Services in Information Bridge Framework

At the client level, the user interacts with LOB services, such as a customer relationship management (CRM) system, from inside the Microsoft Office Document Actions pane or a floating, modeless window—the Information Bridge information window—within a document or e-mail message. Information Bridge components enable you to deliver data and actions from the LOB services to the correct regions inside the information window. The client engine executes all commands, such as Simple Object Access Protocol (SOAP) calls, to LOB services and to data transformations.

At the server level, the metadata service provides metadata to the client engine, but it does not store data. A data store, a Microsoft SQL Server™ database, stores the LOB metadata that has been defined by the developer for the Information Bridge solution. 

At the LOB level, Web services expose data and service operations from LOB services. The LOB service handles all of the data, transactional rules, and other services to expose data and actions. The user can view and access relevant information from various sources according to the relationships that have been specified by the solution developer between entities in these sources.

Note: The Information Bridge client components usually communicate with a Web service that exposes data and actions from an LOB service. However, the client components also can communicate by using CLR service calls. This guide does not include detailed information about CLR service calls.
The client and server components of the Information Bridge Framework infrastructure are deployed only once across the enterprise. Information Bridge solutions are deployed or re-deployed as they are developed or modified. Each solution requires deployment only to the hosting server. Therefore, deploying successive solutions requires only appending solution metadata into the metadata service and making available other solution components, such as user interface regions or smart tag recognizers. Solution deployment is covered in more detail in the Microsoft Office Information Bridge Framework Solution Development Guide.

Framework Components and Tools

The Information Bridge Framework includes:

●
A client component that interprets the context of a region or business entity within a Microsoft Office document that is specified by underlying XML markup, and then connects the context to relevant actions available from Web services.

●
A server component, the Information Bridge metadata service, that provides metadata that describes to the client component how to connect to Web services to make available the data, views, and actions of LOB services.

●
An add-in for the Microsoft Visual Studio® .NET development system that is used for creating and managing Information Bridge solution metadata.

Client-side Component

The Information Bridge client is an add-in component in a Microsoft Office solution that renders solution behavior, which is described by metadata. Information Bridge uses this metadata to understand how to respond to users who are interacting with smart tags, attached schemas, the information window, or other Information Bridge-enhanced functionality within a Microsoft Office document, spreadsheet, or e-mail message. It also renders the necessary user interface (UI) elements within the information window of the relevant Microsoft Office application.

The client component extends Microsoft Office Word 2003, Microsoft Office Excel 2003, and Microsoft Office Outlook® 2003 functionality through the use of interaction points, and through a specialized document information window that displays Information Bridge solution metadata in a meaningful context.

Note: An interaction point is a means by which a user initiates interaction with an Information Bridge solution. Interaction points can be smart tags, attached schemas, smart documents, menu items, toolbar buttons, macros, and other customized features.

With these features enabled, users can query LOB services and act on the results within the context of the current document.

The client component accesses data by using Web services or common language runtime (CLR) services to connect to LOB services. A SOAP adaptor or a direct call to the application programming interface (API) can be used where necessary for legacy applications.

Server-side Component

The Information Bridge server component is a metadata service—an Information Bridge–specific Web service that is built on Microsoft Internet Information Services (IIS) and that interfaces with a Microsoft SQL Server database in which Information Bridge solution metadata is stored. The metadata service reads and writes metadata to the database. For example, when a request comes in to provide the metadata for a given context, the metadata service serves that metadata in XML. Requests to write into the metadata, including requests from Metadata Designer, go to the metadata service.

This Web service is implemented by using the Microsoft .NET Framework and the Simple Object Access Protocol/Microsoft Internet Information Services (SOAP/IIS) infrastructure. It uses ADO.NET to access the data store, which is a relational SQL Server database. The metadata service exposes two service types, a Read service and a Write service, each with appropriate methods. The Write port can be turned off for production metadata service deployment so that no one can change the metadata on the production server.

Metadata Service Architecture

The metadata service consists of the following two-tier architecture:

●
A front-end Web service that processes requests from different clients by using the information that is stored on the back-end system. This front-end system does not keep state between requests. Therefore, requests can occur in a random order. Because of the stateless nature of the request, the front end can be scaled and deployed on multiple computers that simultaneously access the data stored in the database.

●
A back-end system that is built on top of a SQL Server database. Its function is to store the metadata, authorize access, and enforce consistency of the stored data.

Metadata Filtering Through Authorization

The authorization subsystem is implemented by the Authorization Manager component, which is included with Microsoft Windows Server™ 2003. It manages access to the Authorization Store API.

Each client requests a copy of the relevant metadata from a metadata service instance. The metadata service returns the role-filtered portion of the metadata by using Authorization Manager as the mechanism for determining access to metadata.

For more information about Authorization Manager, see "Security Overview" in this guide.

Metadata Designer

Information Bridge provides a tool called Metadata Designer to build solution metadata. Metadata Designer is a Visual Studio add-in. When you use Visual Studio .NET, this tool enables designers to:

●
Create actions that a user sees as menu items within the Information Bridge information window.

●
Build relationships across different conceptual data objects and Web services.

●
Designate user controls to display information from Web services.

Solution Architecture

Information Bridge solutions include front-end components and metadata that enable these components to exchange data with Web services or CLR services. Solutions specify the relationships between conceptual data objects across the Web services. They can incorporate actions on those data objects that contain multiple Web service operations and that operate on multiple information sources or data stores.

On the desktop, the Information Bridge client component calls Web services and displays the data that is returned by these Web services. The custom UI elements and menus that power the solution are bound to the data and presented to the user through the information window. Information Bridge manages the information window that displays the data retrieved from the LOB service.

For detailed information about building Web services and defining the metadata that describes the business entities, views, actions, and relationships in a solution, see the Microsoft Office Information Bridge Framework Solution Development Guide.

Solution Components

An Information Bridge solution usually consists of the following:

●
One or more LOB services

●
A data service such as a Web service or CLR service to communicate with the LOB service(s)

●
Metadata in the metadata service

●
User interface elements

●
Any number of optional insertion points as context providers such as:

●
Smart tag recognizers

●
Attached schemas or smart documents

●
Toolbar buttons, macros, or other customized features

Services

Each solution must connect to at least one service. This can be either a Web service or a CLR service, but it is usually a Web service. An LOB service should have a Web service or CLR service to which the Information Bridge client components connect. However, a single Web service can expose and aggregate multiple LOB services. Therefore, a solution developer can reuse an existing Information Bridge infrastructure. The developer may not have to build additional Web services or CLR services. You can build several solutions that are based on the data and actions exposed by a single service.

For information about designing Web services according to Information Bridge recommendations, see the Microsoft Office Information Bridge Framework Solution Development Guide.

Metadata

The metadata includes information about service operations, business entities, and UI elements such as Microsoft Windows® Forms and XSL transformations.

Service Metadata

Web Services Description Language (WSDL) defines Web services, their exposed methods and data construction, and how to communicate with them. Web service metadata defines the semantics for Information Bridge on top of these Web services. Each WS-I–compliant Web service exposes WSDL that a developer can use along with tools in the Microsoft Office Information Bridge Framework Resource Kit to build Information Bridge metadata. This metadata describes data and service operations in an LOB service and describes them to the UI. It is stored in the Information Bridge metadata service.

For more detailed information about Web service metadata, see the Microsoft Office Information Bridge Framework Solution Development Guide.

Solution Metadata 

Solution metadata defines how to use the methods and data from a Web service or set of services inside an Information Bridge user interface. This metadata describes how to retrieve the information about specific tasks, such as actions and data requests, from the LOB service. These tasks are the actions the current user may execute on the LOB service. The metadata also describes other entities that are related to a task, for example other tasks with the same assignee or that assignee’s manager. It then describes how to display all of this information to the user.

For information about designing and building solution metadata, see the Microsoft Office Information Bridge Framework Solution Development Guide.

User Interface Elements

The UI elements of an Information Bridge solution consist of compiled Windows Forms or HTML. User interface elements are displayed within the information window or in dialog windows. For information about developing a solution user interface, see the Microsoft Office Information Bridge Solution Development Guide.

Smart Tag Recognizers

In an Information Bridge solution, a recognizer communicates with Microsoft Office applications and other recognizers to label text with type information relevant to the LOB service. For example, a recognizer can label "Contoso" as type CompanyName.

Optional Attached Schemas

Microsoft Office Word 2003 contains functionality for using XML that enables a developer to separate the data in a document or worksheet from its presentation. By using an attached schema, a user can modify the contents of the document or worksheet by exchanging data with other systems.

For information about attached schemas in Word 2003, see:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dno2k3ta/html/odc_OF_WordXMSchemas.asp
Note: Although both Microsoft Word 2003 and Microsoft Excel 2003 support attached schemas, Information Bridge supports attached schemas only in Word 2003.
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Infrastructure Requirements

The Microsoft® Office Information Bridge Framework includes several components, each of which requires a unique set of hardware resources, software resources, and human resources. Developers and system integrators can install the Information Bridge Framework in a variety of configurations. Your infrastructure requirements will vary according to the configurations you choose to implement.

For more information about infrastructure requirements, see the Microsoft Office Information Bridge Framework Installation and Deployment Guide.

Services for LOB Data

The following requirements are for Web services that are created within Microsoft Visual Studio® .NET for the purpose of exposing line-of-business (LOB) application data and operations to Information Bridge solutions. Web service requirements vary according to the specific LOB applications that are used in your enterprise.

Note: These requirements are only for Web services that are created within Visual Studio .NET. Web services that are built by using other methods have their own requirements.
Software Requirements

Creating Web services with Visual Studio .NET requires that one of the following operating systems be installed on the development server:

●
Microsoft Windows® 2000 Server, Microsoft Windows Server™ 2003, or Windows XP

●
Windows 2000 Server with Service Pack 3 or later

●
Windows 2000 Advanced Server with Service Pack 3 or later

Web services require one of the following on the clients:

●
Windows XP Professional with Service Pack 1 or later

●
Windows 2000 Professional with Service Pack 3 or later

Web services require:

●
Microsoft Internet Information Services (IIS) 6.0 or later

●
Microsoft .NET Framework 1.1.

Technical Competency Requirements

To develop Web services, the Web services developer must be familiar with your enterprise application integration and middleware implementation. This developer also should have experience with and knowledge of the following:

●
Extensible Markup Language (XML): The structured language for identifying data in Web services.

●
Simple Object Access Protocol (SOAP): The messaging protocol for exchanging information in a Web services environment.

●
Web Services Description Language (WSDL): The language that is used to describe the specific services that are being offered.

●
The LOB applications that are to be part of the enterprise Information Bridge solutions.

Metadata Service

The Information Bridge metadata service must run on Windows Server 2003. An NTFS formatted partition is required for the Authorization Manager files that are included with the Windows Server 2003 operating system. The metadata service also requires an instance of Microsoft SQL Server™ that can be located on the same computer or on a separate system.

Hardware Requirements

Because the metadata service requires SQL Server, the hardware specifications for the server on which the metadata service is installed should be consistent with those for SQL Server. For information about SQL Server hardware requirements, see:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/instsql/in_overview_74vn.asp
Software Requirements

The server on which the Information Bridge Framework metadata service is installed must have the following components installed and configured:

●
Windows Server 2003

●
Microsoft Internet Information Services (IIS) 6.0

●
Microsoft SQL Server 2000 SP3a

Technical Competency Requirements

To install and maintain the metadata service and associated SQL Server database, you will need a Windows Server Administrator with SQL Server experience. Developers should have in-depth experience and knowledge of the following:

●
Microsoft Windows System administration

●
Microsoft SQL Server administration

●
Extensive knowledge of the Internet and it basic applications, such as HTTP and DNS

●
Experience with securing Windows-based servers

●
A working knowledge of networking and IP addressing

●
Expertise with SQL Server, including SQL coding, physical database design, SQL Server performance tuning, distributed databases, and database internals

●
Internet Information Services (IIS) administration and troubleshooting skills

The metadata service is essentially a Web service. Therefore, it is helpful for the developer or developers who will install and maintain the metadata service to be familiar with XML, SOAP, and other Web service protocols and practices.

Client Components

The Information Bridge Framework client components do not require any development time and are deployed only on client systems. If your enterprise is very large, client component deployment may be a considerable task. The Microsoft Office Installation and Deployment Guide offers options for enterprise client component deployment. For the Information Bridge solution developer, the client components should be installed on the development and testing systems.

Hardware Requirements

The client components can be installed only on a system with Microsoft Office 2003 or later installed. Therefore, the hardware requirements are similar to those of Microsoft Office.

For more information about the hardware requirements for Office 2003, see:

http://support.microsoft.com/default.aspx?kbid=822129&product=off2003
Software Requirements

Information Bridge Framework client components must be installed on a system running one of the following operating systems:

●
Windows 2000 Professional Edition

●
Windows XP Professional Edition

●
Windows Server 2003 Standard Edition

The client components also require the following:

●
.NET Framework 1.1

●
Office 2003 Professional Edition

●
Microsoft Office .NET Programmability Support

Note: To enable the Information Bridge Framework to integrate with Office 2003 Professional Edition, you must enable Microsoft .NET Programmability Support. The Microsoft .NET Programmability Support options appear only when the Microsoft .NET Framework is installed.

Metadata Development for Solutions

Metadata Designer is used to create Information Bridge solution metadata. The tool connects to the metadata service to read and write stored metadata. The developer can use the tool to read and write metadata from an XML file that is stored either locally or over a network.

Hardware Requirements

The hardware requirements for Metadata Designer are based on the requirements of Visual Studio .NET. Metadata Designer does not require additional resources unless it is bundled with other components such as other Visual Studio add-ins or development tools.

For information about Visual Studio hardware requirements, see:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/vsintro7/html/vxoriVisualStudioNETSystemRequirements.asp
Software Requirements

Metadata Designer requires one of the following operating systems:

●
Windows Server 2003 Standard Edition or Enterprise Edition

●
Windows XP Professional with SP1 or later

In addition, the tool requires:

●
Visual Studio .NET 2003

●
.NET Framework 1.1

Technical Competency Requirements

A solution developer creating metadata in the Metadata Designer tool must have extensive experience with XML and be familiar with the following:

●
Visual Studio .NET

●
XML syntax, schemas, and transformations

●
.NET Framework technologies

The developer who is designing metadata must understand the requirements of the enterprise LOB application and must be able to map complex data objects to conceptual entities that represent your organization's business rules.

User Interface for Solutions

User interface (UI) development occurs in the Visual Studio .NET development environment.

Hardware Requirements

The UI development system must meet the Visual Studio .NET hardware requirements.

Software Requirements

The UI development system requires one of the following operating systems:

●
Windows Server 2003 Standard Edition or Enterprise Edition

●
Windows XP Professional

●
Windows 2000 Professional with SP3 or later

In addition, the tool requires:

●
Visual Studio .NET 2003

●
.NET Framework 1.1

Technical Competency Requirements

A solution developer team or product designer team responsible for designing and building the UI should have experience with the following:

●
HTML

●
Visual Studio .NET

●
XML

●
XSL

●
User interface design

●
Information architecture design

●
Information Bridge Framework application programming interface (API)
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Metadata Organization

Microsoft® Office Information Bridge Framework metadata includes information about service operations, business entities, and user interface (UI) elements, such as Microsoft Windows® Forms and Extensible Stylesheet Language (XSL) transformations. Information Bridge requires Web services to expose data or actions from line-of-business (LOB) services and databases in Extensible Markup Language (XML).

These Web services:

●
Expose the metadata that is needed to support the users' Microsoft Office experience. The metadata should comply with the Information Bridge metadata schema.

●
Structure operations in a particular way around the concept of references.

Topics in this chapter include a description of the overall structure of Information Bridge metadata and how each element fits into the overall structure, in addition to information about each of the principal metadata elements.

Structural Overview

There are several metadata components. The Microsoft Office Information Bridge Framework Solution Development Guide contains unified modeling language (UML) diagrams of the Information Bridge metadata design.

Metadata Scopes

A metadata scope is a mechanism for grouping together operations, schemas, and entities for a Web service. It defines them for the Web service. It is the partitioning schema for the metadata. For example, you could have a single metadata scope for each Information Bridge solution to resolve naming conflicts by proving a metadata silo for each solution.

Entities

An entity is a conceptual data construct that represents a real-world person, place, or thing. Examples of entities are Customer, Order, and Invoice. A service exposes LOB service data and service operations as entities that are defined in the Information Bridge metadata. An Information Bridge solution uses entities from the metadata for information display and interaction.

Users see entities as discrete units. However, an entity does not necessarily have a specific representation in any one database. There is no entity data schema. You assemble an entity from various LOB service data and actions, and then you expose that entity to users with metadata views and operations on those views.

Entity data resides in LOB services, and only those LOB services fully understand what the entity is. The service exposes views on entities. Based on roles within the organization and the task at hand, a user may get different views on the same entity. For example, for a given Employee entity, all users may have access to an Address view, but only a few users may have access to a Financial Compensation view.

Views

A view is a subset of the information, relationships, and actions associated with an entity. Views define relationships with other views. For example, one view on a Customer entity could be Contact Information and another view could be Credit Profile. In a solution, views filter the actions and the data that is available to users. Views have a specific data schema and require XML code that adheres to the view's schema. Views define actions on services that do the following:

●
Retrieve (Get)

●
Update (Put)

●
Take action on an instance (Act)

A view in an Information Bridge solution is similar to a view for a database. You can have many different views defined on an entity in an Information Bridge solution, just as you can have different views defined on a table in a database, each view representing a subset of the information that is available. They can be overlapping or separate from each other.

Actions

An action is a sequence of one or more operations. Therefore, the actions that are available in a view are created by stringing together operations. There are two types of operations: service operations and client operations. Service operations form the published interface of the service to Information Bridge. Actions often form the client operation interface to the user. Such an action should map to something the user understands as a business process, for example: "Change the priority of a service request." You also can use hidden actions to encapsulate operations that are not exposed to users.

Operations

A service operation is a method that is exposed by a service for retrieving or updating information from another service, a data source, or an application with which the service interfaces. This can be either a Web service or a common language runtime (CLR) object method. A client operation is a method that displays the data. You can think of a service operation as retrieving data and a client operation as displaying data.

References

Perhaps the most important concept in creating metadata is the use of references to enable Information Bridge to generate Simple Object Access Protocol (SOAP) calls for Web service operations.

References are used for two different purposes:

●
To uniquely identify an instance of an entity (Item Reference)

●
To identify a list of entity instances (List Reference)

Ports

A port is an application-specific location. It includes extra information that the application requires. Information Bridge uses three types of ports: CLR, SOAP, and FILE. They are defined in more detail in Metadata Designer help in Microsoft Visual Studio® under "Metadata Schema Reference."

Schemas

An Information Bridge schema defines the shape of the data that is being transported along the system. It can be a name, or it can have some predefined structure for validation, such as an XSD.

Transformations

Transformations are the methods that are used by Information Bridge to convert data from one schema to another. The supported transformation types in Information Bridge are Extensible Stylesheet Language for Transformations (XSLT), XPath, and regular expression.

Details About Metadata Elements

The following sections are more in-depth discussions about the principal metadata elements. They include some simple example code. For additional information about Information Bridge metadata, see the Microsoft Office Information Bridge Framework Solution Development Guide and "Metadata Reference" in the Microsoft Office Information Bridge Framework Help.

Entities

Designing an Information Bridge solution requires identifying data points, collecting these data points together into groups that comprise entities, and then exposing the entities to the Information Bridge client. Enterprise information modeling can involve hundreds of entities and, therefore, can be a daunting task. It is important to limit the scope of the Information Bridge solution model to the information that the specific solution requires. The following are some best practices:

●
Limit the number of starting points for navigation.

Navigation is an action that switches a user's view between two entity instances according to a specific, defined relationship. For example, when a user looks at a Contact Information view of a Customer entity instance, that user could jump to the company address of the customer by navigating to the Address view of the Company entity instance. It is important to control the number of entities in the Information Bridge metadata. In a mid-size enterprise or in a single division of a large enterprise, the total number of entities could be as many as 15 to 30. But if there are more entities than this, group them together in a way that gives the user access to the most relevant entities for the solution. Be sure these entities are ones that users understand, that they use in their tasks and documents, and that are relevant to the scenario.

●
Identify discrete entities.

Look for entities with a discrete number of enumerable values, not continuous values. When you are referring to a customer order, for example, it is tempting to set up the idea of a calendar date as an entity. This could lead to an extraordinarily large number of instances within an entity, because the entity could have many different dates associated with it.

●
Identify appropriate contexts for actions.

Users generally create documents and e-mail messages that discuss actions on a particular entity or its instance. Design entities around classes of information so that users will understand the context for the associated actions.

For example, an employee representative in Human Resources (HR) might want to review additional information about an employee whose name appears in a document about setting up the employee's 401(k) account. After selecting the employee name, the HR representative might see the job title, the telephone number, and the office location of the employee. None of the documents or e-mail messages regarding this employee or the 401(k) will refer to taking action on the office location. Therefore, in this example, "employee" would be a good entity, but "location" would not, because the employee is the primary context for the actions, not the location.

Avoid creating a service interface for every solution. When designing the service interface, consider the services you can surface rather than how the services may relate to a particular solution. This will encourage reuse of services and regions across solutions.

A handful of entities in an enterprise are so central to its business processes that they can have dozens of views on them. For example, an enterprise resource planning (ERP) configuration could have more than 100 views on the Customer entity. If you have a large number of views on an entity and they are all visible to users as actions on a single entity instance within a document or e-mail message, it could be confusing.

To avoid this confusion, limit the number of views that a particular user can see. For example, if there are 100 views on the Customer entity, establish natural groupings of views by constructing multiple entities. For example, instead of a single Customer entity, you can define a "financial customer" entity, a "contract customer" entity, and a "credit customer" entity, according to the groups of users who would be viewing and acting on a Customer entity. Most solutions do not have more than 10 to 15 entities.

References

The Web provides a seamless navigation experience because it has a uniform model (the URL) for accessing and navigating through its entities (document pages). The applicable lessons learned from Web navigation are the following:

●
Content owners or providers have standardized references to their content.

●
These references are universal, and, therefore, are portable and can be embedded.

Services for Microsoft Office-based solutions that are built by using Information Bridge, should provide access to their content (that is, to entities and to operations on these entities) in a standard, reference-based manner.

Reference Types

Within the context of Information Bridge, a reference is a means of uniquely identifying and then navigating to an entity or list of entities. References are provided by a service, and they enable Information Bridge to identify an entity instance or a list of entity instances. Ideally, your solution should have at least one reference per view.

Information Bridge uses a service reference for communicating with services. It puts a wrapper around the service reference, and this wrapped reference is used for the markup in documents.

When a reference is combined with specific parameters and values, it is analogous to having a pointer to one of the following:

●
A particular entity instance (for example, a specific employee).

●
A list of instances that satisfy the parameters and values (for example, several employees who are supervised by the same manager).

Services must provide Information Bridge with a reference metadata schema. This schema defines the element and the attributes of that reference. The following is an example of such a reference:

<Customer xmlns="http://microsoft.com/Samples/IBridge/Title" id="1138" />

In this example, the reference identifies the instance of Customer with id=”1138” in a customer relationship management (CRM) system; that is, it points to one specific instance of Customer.

The following is an example of a reference that could return multiple instances of Customer because it points to a list of items (customers):

<Customer xmlns=" http://microsoft.com/Samples/IBridge/Title" State="Washington" />

Embedding References

Microsoft Office applications embed references in their content. The reference is the Information Bridge implementation for showing views as smart tags. This XML code is embedded as a smart tag. The following is an example of this:

<ContextInformation xmlns:xsd="http://www.w3.org/2001/XMLSchema"

  xmlns="http://schemas.microsoft.com/InformationBridge/2004/ContextInformation"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

  MetadataScopeName="http://microsoft.com/Samples/IBridge/Title"

  EntityName="Customer"

  ViewName="CustomerView"

  ReferenceSchemaName="CustomerReferenceSchema">

  <Reference>

    <TitleReference 

      xmlns=" http://microsoft.com/Samples/IBridge/Customer"

      xmlns:ibf="http://schemas.microsoft.com/InformationBridge/2004"

      ibf:MetadataScopeName="http://microsoft.com/Samples/IBridge/CustomerMD"

      ibf:EntityName="Customer"

      ibf:ViewName="CustomerView"

      ibf:ReferenceSchemaName="CustomerReferenceSchema"

      id="1138" />

  </Reference>

</ContextInformation>

Note: Microsoft Office applications can transform the preceding XML code to their internal data format.

References for Views

A service must specify a separate view for each type of information that a user can see for an entity instance. For example, if there is summary information, financial information, credit information, and contract information all associated with a specific Customer entity, there are separate Summary, Financial Detail, Credit Profile, and Contractual Details views for that entity.

At least one reference must exist for each view. It is possible to have more than one reference for the same view. For example, to reach the Financial Detail view for a Customer entity, one reference might provide access by customer identification number and another reference might provide access by the last name and first name of the customer. You also can use a single reference for multiple views. For example, a developer could use the customer identification number reference for both the Financial Detail view and Contact Information view for a Customer entity.

Relationships

A relationship is an association between a view and a reference of another view. For example, a Customer entity can have sales orders associated with it. Each sales order is represented as an Order entity, and each Order entity is associated with the Customer entity that represents the customer who placed the order. A relationship is defined by a transformation from the view schema (original) to a reference schema of the destination (result).

You can restrict a relationship to instances of a particular view on an entity. The relationship may be associated with a data type as in the case of “customer’s current orders” and “customer’s canceled orders.” Relationships also can exist between instances of the same entity. For example, a relationship can associate one Company entity instance to one of that company's suppliers, which is another Company entity instance.

Entity-to-entity relationships are declared at the level of views on entities so that views can filter the available relationships for users. Information Bridge enables you to use Get operations to provide views on both the original entity instance and the result entity instance(s).

Groups

A group is an XML element that is used to assign permissions to an operation within the Metadata Designer tool. Groups provide a classification mechanism for applying security to groups of elements, such as entities, views, or relationships. For example, you can specify a group of operations that should be executed only by one specific collection of users.

After you have created groups with Metadata Designer and have published them to a metadata service, the metadata service administrator must populate the groups with Windows users and groups in Authorization Manager, a Microsoft Management Console (MMC) add-in on the metadata service. For more information about Authorization Manager and how to assign users to metadata groups, see the Microsoft Office Information Bridge Framework Installation and Deployment Guide.
Actions

Actions usually begin with one or more Web service calls, and might be terminated by a UI operation that is provided by Information Bridge.

Web service operations within an action can be associated with different view references. A Web service operation can be associated with a completely different entity than the actions. Operations are reusable in multiple actions across views or entities.

Information Bridge requires atomic operations. For more complex operations in which branching and reliability are a concern, Information Bridge requires the operational logic to be housed at the service level, not in the metadata.

For Get operations, the input schema is the schema that is associated with the corresponding view reference. For update operations, there is a schema for the update input parameters in addition to a schema for the view reference.

Figure 7.1 illustrates an action in more detail. The diagram shows two objects: transformations and schemas. The role of these two objects is to link the output of one operation to the input of another operation.
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Figure 7.1

Example of an action

For additional information about metadata and for prescriptive guidance and best practices for metadata, see the Microsoft Office Information Bridge Framework Solution Development Guide.

8

Security Overview

Microsoft® Office Information Bridge Framework relies on the existing security features of the operating system and other Microsoft technologies upon which it is built. These security technologies are well-integrated with the Information Bridge Framework. But, ultimately, the security of the Information Bridge Framework components and Information Bridge solutions depend on implementation of the recommended security infrastructure for these technologies by solution developers and IT professionals.

At the end of this chapter, there is a list of all of the technologies upon which Information Bridge is built. This list contains links for resources where you can find detailed information about how to make the technologies secure. 

Integrated Security Features

The following security technologies can be used by the Information Bridge Framework to secure your deployment. These technologies are used to secure Information Bridge-specific components, including metadata files and metadata elements. As you must do with all security considerations, you have to balance the risk of attack with usability and manageability. 

Trust

On clients, metadata that is received from the metadata service is trusted. As a result, you must restrict permissions to the metadata service so that only trusted developers that require write access can write to the metadata service.

When assemblies are loaded by the Information Bridge engine on the client, the assembly is loaded in the computer’s Internet Zone, which means that it is isolated in memory. On clients that are running Microsoft Windows XP Professional, the Internet Zone is not trusted by default. If the assembly is read-only, you do not need to increase the trust of the assembly. But if the assembly must interact with the system, the assemblies must be trusted. You can trust assemblies by signing them with a digital signature, and then creating a policy that trusts all code that has been signed with this signature. For more information, see the Microsoft Office Information Bridge Installation and Deployment Guide and the Microsoft Office Information Bridge Solution Development Guide.

Authorization

Permissions to access the metadata are managed by the metadata service with Authorization Manager, a new feature included in Microsoft Windows Server™ 2003. Information Bridge uses Authorization Manager to manage all permissions for the metadata. To write to the metadata, you must have access to Administrator Access Operation in Authorization Manager. Members of the local Administrators group on the server running the metadata service are granted access to this operation by default. These administrators must grant access to this operation to solution developers before they can edit the metadata. Everyone, which includes all authenticated users and the Guest account, can read metadata. Permission to perform operations is controlled in the metadata itself and enforced with Authorization Manager. 

Solution developers start the process of assigning permissions to operations in Metadata Designer by selecting groups that can perform operations. The groups are not populated in Metadata Designer. Instead, when the metadata is published to the metadata service, these groups are added to Authorization Manager as tasks. The metadata service administrator must map these tasks to roles and populate the roles with Windows users and groups. For information about how to assign permissions in Authorization Manager, see the Microsoft Office Information Bridge Framework Installation and Deployment Guide.

When a user connects to the metadata service to update the local metadata cache, only those operations that the user has permission to perform are downloaded to the cache. The user must have permission to perform each operation in an action for the action to appear in the information window. For more information about Authorization Manager, see “Authorization Manager” in the Windows Server 2003 product documentation at:

http://www.microsoft.com/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/authm_topnode.asp?frame=true
Permissions to access LOB application data are managed by existing authorization mechanisms in place for those applications.

Authentication

To access the metadata service, Information Bridge uses Windows Authentication, which means the operation is performed in the context of the current user. When you are creating ports with Metadata Designer, you can specify Basic Authentication, in which you provide credentials that are stored in the metadata. These credentials then are used to access the location pointed to with the port. Passwords are obfuscated in the metadata. If you use Basic authentication, minimize security risks by dynamically assigning credentials at run time. You can do this by using a port instance to define an operation instance that will override the authentication definition of a port. For more information, see Metadata Designer Help. If you must store credentials in the metadata, do not store the credentials of highly privileged accounts, such as members of the Administrators group. You can also specify (None) when you create ports in which no authentication checks are performed. Only specify (None) if you are in an offline test environment or if otherwise necessary. It is a security best practice to use Microsoft Windows® authentication. 

Although ports of type PortAssembly offer the ability to specify an authentication type, these ports always use Windows authentication when they are loading assemblies.

To access Web services, Information Bridge uses the authentication method that is specified in the port that defines the location of the Web service.

For more information about Authentication, see “Authentication” in the Windows Server 2003 product documentation at:

http://www.microsoft.com/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/Default.asp?url=/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/authm_topnode.asp 

Single Sign-On 

If line-of-business (LOB) applications or services require users to use specific (non-Windows authentication) credentials, you can implement a single sign-on (SSO) solution that maps that user’s credentials to the LOB application or service credentials. For more information, see "Using Enterprise Single Sign-On" in the Microsoft BizTalk® Server 2004 product documentation at:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/deploying/htm/ebiz_depl_sso_ifot.asp
Encryption

On the Information Bridge client, for each user that logs on to the computer and accesses the metadata service, the metadata cache is encrypted with that user's token so that only that user can open and decrypt their metadata cache. The metadata cache is encrypted by using CryptoAPI, which requires an NTFS file system volume. For more information about cryptography and CryptoAPI, see "CryptoAPI Tools Reference" in the Platform SDK for security at:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/security/security/cryptoapi_tools_reference.asp
Metadata Designer does not encrypt published metadata Extensible Markup Language (XML) files on the file system. Anyone with access to the computer can open and read these documents. Members of the Administrators group can open and read the file even if it is stored in a user's My Documents folder. It is strongly recommended that users secure the MSIBFMetadata.xml file and the files that they publish by either encrypting the files themselves or by assigning appropriate access control permissions to the files.

For information about encrypting files, see "Encrypt a file or folder" at:
http://www.microsoft.com/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/encrypt_to_encrypt_file.asp?frame=true
For information about setting access control on files, see "To secure a file or folder" at:
http://www.microsoft.com/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/acl_lockdown.asp?frame=true
Communication

By default, the metadata service communicates with Metadata Designer and Information Bridge client computers through Hypertext Transfer Protocol (HTTP), which is an unsecured protocol. If you implement a solution in which sensitive data is sent between these components, you might want to secure the communication between computers so that unauthorized users cannot access this information. You can secure communication by enabling Secure Hypertext Transfer Protocol (HTTPS) encryption. HTTPS uses the Secure Sockets Layer (SSL) security protocol to secure communications between computers. For information about how to set up and configure SSL on a Web server, see "Configuring SSL on Servers" at:

http://www.microsoft.com/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/Default.asp?url=/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/sec_ssl_certsetssl.asp
Communication with the LOB applications and services is specified in the Web service itself. Information Bridge uses the protocol that is defined in the Web service when it sends data to or receives data from the Web service.

Security Resources

Running the Information Bridge Framework requires other Microsoft products that have their own security requirements and recommended practices. For the most secure implementation, ensure that all components used by Information Bridge Framework are secure. The following resources provide detailed information about security best practices for each required Microsoft product.

· Microsoft Windows Server 2003 The metadata service is installed on a computer running Windows Server 2003. Ensure that this computer is as secure as possible by following the best practices in Windows Server 2003 Security “Best Practices" at:

http://www.microsoft.com/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/Default.asp?url=/resources/documentation/windowsserv/2003/standard/proddocs/en-us/sag_SEconceptsbp.asp
See also the security recommendations on the Windows Server 2003 Security Center at:

http://www.microsoft.com/technet/security/prodtech/win2003/default.mspx
· Microsoft Windows 2000 Professional or Microsoft Windows XP Professional Information Bridge clients and Metadata Designer can be installed on computers running Windows 2000 Professional or Windows XP Professional. Ensure that these computers are as secure as possible by following the security recommendations on the Windows Clients Security Center at:
http://www.microsoft.com/technet/security/prodtech/winclnt/default.mspx
· Microsoft SQL Server 2000 The metadata database is installed on a computer running Microsoft SQL Server 2000. To ensure that this computer is as secure as possible, follow the security recommendations on the SQL Server Security Center at:
http://www.microsoft.com/technet/security/prodtech/dbsql/default.mspx
· Microsoft Office 2003 Professional The Information Bridge client requires Microsoft Office 2003. Metadata Designer also requires Microsoft Office 2003 if you want to debug actions while you are developing metadata for a solution. Ensure that Office is as secure as possible by following the security recommendations on the Microsoft Office Security Center at:
http://www.microsoft.com/technet/security/prodtech/office/default.mspx
· Microsoft Internet Information Services (IIS) 6.0 The metadata service requires IIS 6.0. Ensure that IIS is as secure as possible by following the security recommendations on the Internet Information Services (IIS) Security Center at:
http://www.microsoft.com/technet/security/prodtech/iis/default.mspx
· Microsoft Visual Studio® .NET 2003 Professional Metadata Designer requires Visual Studio .NET. Ensure that security patches for Visual Studio are up to date on patches on the Visual Studio .NET Support Center at:
http://support.microsoft.com/default.aspx?scid=fh;en-us;vsnet
· Microsoft TechNet Security Resource Center TechNet provides security resources at the Security Resource Center. Check this site regularly for the latest security headlines and for information about updates at:
http://www.microsoft.com/technet/Security/default.mspx 
· General Security Guidance Microsoft offers a wide variety of security guidance for IT professionals and developers at the Security Guidance Center at:
http://www.microsoft.com/security/guidance/default.mspx
Appendix A

Glossary

	Term
	Definition

	Action
	In the Microsoft® Office Information Bridge Framework, a predefined procedure that is related to a view in an Information Bridge business solution. 

	Attached schema
	A Microsoft Office Word 2003 XML document (XSD). The XSD structure enables the ability to attach or to copy schemas to one or more Microsoft Office Word 2003 documents.

	Authorization
	The permissions that are granted to Microsoft Windows® users and groups to use a system and the data that is stored on the system.

	Authentication
	In a multi-user or network operating system, the process by which the system validates a user's logon credentials.

	Authorization Manager
	A role-based security architecture for Microsoft Windows Server™ 2003 or Microsoft Windows 2000 Server Service Pack 4 that can be used in any application that requires role-based authorization, such as ASP.NET Web applications or Web services. 

	Blocking operation
	A synchronous operation that blocks an action.

	Context
	Context is the detailed content of the document. For example, smart tag reference data is the context used by Information Bridge to identify an entity or view.

	Document Actions pane
	The task pane in Microsoft Office 2003 applications, such as Microsoft Word or Microsoft Excel, that is adapted as the information window in Information Bridge to display line-of-business (LOB) information.

	Entity
	A conceptual data object that represents a person, place, or thing in Information Bridge solutions. Commonly used entities could be objects such as Customer, Order, or Invoice.

	Information Bridge metadata
	Solution-specific metadata provided to or by the Information Bridge metadata service that describes services and solutions.

	Information window
	A task pane or a floating, modeless window that is part of the user experience layer in an Information Bridge solution. The format of the pane in Microsoft Word and Microsoft Excel is the Microsoft Office Document Actions pane. In Microsoft Office Outlook®, the format is an action pane that consists of a floating, modeless window.

	Interaction point
	A means by which a user initiates interaction with an Information Bridge solution. Interaction points can be smart tags, attached schemas, smart documents, menu items, toolbar buttons, macros, and other customized features.

	Line-of-business (LOB) application
	One of a set of critical computer applications that is vital to running an enterprise, such as accounting, supply chain management, or a resource planning application

	Line-of-business (LOB) service
	A service that exposes access to LOB data sources.

	Menu
	A list of options from which a user can make a selection to perform a desired action.

	Metadata
	Data about data. In Information Bridge, metadata describes entities: how to obtain instance information, relationships to other entities, actions that can be executed for an entity, and how to determine whether actions and navigation can be executed for the instance of the entity.

	Metadata Designer 
	A Microsoft Visual Studio® add-in that is that is provided by Information Bridge for use in creating and managing solution-specific metadata.

	Metadata scope
	A namespace that defines the operations, schemas, and entities for a service. A metadata scope could span services, for example, for a Customer entity that is created from data from Siebel and SAP systems.

	Metadata service
	An Information Bridge Web service that hosts metadata for one or more Information Bridge solutions.

	Namespace
	In the context of XML, a construct for uniquely identifying a group of XML tags that belong to a logical category. A namespace groups together related elements for easy element discovery and, more important, to keep the element names unique.

	Navigation
	An action in an Information Bridge solution that switches a user view between two entity instances or between two views of a single entity instance according to a specified relationship.

	Non-blocking operation
	A synchronous operation that does not block an action.

	Operation
	In Information Bridge, a unit of execution, for example, a Web service call, a UI call, or a CLR component call.

	Port
	In Information Bridge, an application-specific location that includes the extra information an application requires. Information Bridge uses three types of ports: CLR, SOAP, and FILE. Ports are used to tell Information Bridge where to access resources that lie outside Information Bridge.

	Recognizer
	An automation component that implements the ISmartTagRecognizer interface. Smart tag recognizers are pieces of code that add type information to the strings that are passed to them.

	Reference
	In Information Bridge, a piece of data that uniquely identifies an entity view from a service. For example, CustomerID could be used to locate the data that is associated with the Customer summary view.

	Reference pane
	A pane within an Information Bridge information window that allows users to view information about a specific context.

	Region
	An area within an Information Bridge information window that can be customized by the solution developer to display data and UI controls. 

	Relationship
	An association between a view of one entity and a view of another entity that describes the navigation between them. For example, a Customer entity might have zero or more Order entities. Each Order entity is associated with the Customer entity that represents the customer who placed the order.

	Schema
	In Information Bridge, a schema represents the type of data that you are representing. It defines the shape of the data being transported. For example, for a given XML, the schema can be represented as an XSD.

	Search pane
	A pane within an Information Bridge information window that allows users to search data. The mechanism that is required by the search is customized by the solution developer.

	Single Sign-On (SSO)
	A service that enables Single Sign-On to end users for enterprise application integration solutions. The SSO system maps Microsoft Windows accounts to back-end credentials. SSO makes it possible for users to access back-end systems and applications by logging on only once to the Windows network. Microsoft Single Sign-On service (SSOSrv) provides storage and mapping of credentials, such as account names and passwords, so that portal-based applications can retrieve information from third-party systems.

	Smart document
	A document that is programmed to "know" what users need to do with it and that provides help for users as they work with it. For example, a smart document can provide context-sensitive help to assist users in filling out a form or report, can contain controls such as list boxes, check boxes, and option buttons for selecting from predetermined values, and can integrate data-workflow processes, update value choices from external data sources, and so on. In the context of Information Bridge and Microsoft Office 2003 applications, it is a Microsoft Word 2003 document that supplies additional information to users in an Information Bridge information window by using XML tags that are defined in an attached schema.

	Smart tag
	A string with type information attached to it. In Microsoft Office applications, it is the technology that recognizes text, adds an XML tag to the text, underlines the text in the document, and displays a menu in the document when a user either moves the cursor over the text or selects it. 

	Solution
	The metadata and any associated assemblies that are used as regions or custom components and are deployed on top of the Information Bridge server and client components.

	Solution pane
	A pane in the Information Bridge information window that displays contextual information about the active document. The information that is displayed is determined by one or more attached XML schemas. The solution pane appears only when a schema is attached to the document. 

	Transformation
	The method used by Information Bridge to convert data from one schema to another. Information Bridge uses XSLT, XPath, "immediate," "immediate port," and regular expression transformations. These are the only means of connecting operation outputs to operation inputs.

	View
	A subset of a specific data representation for an entity. For example, for a Customer entity, there could be a "financial view" entity and a "sales view" entity.

	View data
	The instance-specific data for a given view.

	ViewLocator
	An Information Bridge element that contains a reference to a view.

	VSTO
	The abbreviation for Microsoft Visual Studio Tools for Microsoft Office.

	Windows Forms
	A library of classes in the System.Windows.Forms namespace in the Microsoft .NET Framework class library that is used for writing GUI applications. 

	XML Web service
	A software system that is identified by a uniform resource identifier (URI) whose public interfaces and bindings are defined and described by using XML. Its definition can be discovered by other software systems. The systems can then interact with the Web service in a manner that is prescribed by its definition by using XML-based messages conveyed by Internet protocols.
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