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Project Background

The Western Sydney University is seeking a quotation to migrate the Telmax21 and Bilmax21 from the existing physical SCO Openserver 6 Machine to a virtual RedHat Enterprise Linux 7 64-bit server

Scope of Work

· The Base Virtual Machine (VM) can be provided by the Universtity or by  Trans-mit in the form of a virtual appliance file. It will contain the base VM setup including number of CPUs, and Memory and disk partitions required, (see below). 

· Configure redHat 7 Linux O/S, including IP address, gateway, host and domain name, customer RedHat subscription, systemd, crond,  formatter and polling queues, Apache web server, and Telmax21 users
· Install the Informix SE, SQL, and Dynamic 4GL  Database software and tools using the existing licences.

· Transfer the database, and applications software and data from the existing servers.
· Upgrade the existing code/scripts for RedHat 7

· Replicate the existing  user configuration and data

· Copy across the Bilmax21 and Telmax21 databases.
· Enable and test  Bilmax21 inlcuding admin and user access
· Enable and test polling and formatting cdr
· Test Informix D4GL reports.
· Install and test a Telmax21 User client.

· Final Test and commission with DNS change.

Installation Notes
The new Telmax21 /Bilmax21 virtual machine will require an IP address different to the current server

The RedHat 7 Virtual Machine will be configured with the Virtual hardware and disk size/partitioning, (see below). Transmit will  install the redhat 5 linux qemu KVM  that will allow the execution of the existing Informix Dynamic 4GL  binaries via  the iBCS 3.8 ABI module. (access to the sub VM is restricted the the rhel 7 host)
As previously indicated, no new licences for Informix SE and SQL will be required, as the existing licences are a downgraded version 7.

A  RHEL 5.6 qemu KVM allows the use of the existing D4GL runtime licence. 
During commissioning, the configured applications, Informix database data will be transferred from the existing machines.

The RedHat 7 wil require modification to the Telmax21 application, (namely system dependant script files) will be updated to with versions that suit RHEL 7.

It is assumed that the existing backup mechanism will be used to backup the Telmax21 and Bilmax21.

A local backup up partition will also be used by backop software running on the Telmax21 for daily backups and monthly backups used by Transmit for remote support.

 
Email from Telmax21 / Bilmax21

Healthcheck, catwarns, user reports, bilmax21, and Bilmax21 require the VM to be able to send email
 

Backup 

The existing server is backed up to a local machine (hobo@mallaby).

This can remain the same, or we can add a local backup partition on the RedHat 7 VM.  This local backup can then be used for remote support, or historic backups accessed via the University Virtual server backup mechanism.

 Windows Client PC - WTK and User Menu Software

 The WTK client PC software will not be allowed in the current way you use it, as it uses old insecure rshell and rlogin protocols.
To get  around  this on the RHEL  box, the software  will be configured  to use ssh to login  on RHEL7 and tunnel the gui protocol (port 6400).

Currently user report output files are copied and opened via the rcp/rshell protocol built into  the PC WTK thin client. This cannot be tunnelled over the ssh connection, instead access to the user data stored on the Telmax21 can be provided  via SAMBA home shares 

 

 Authentication  

The currentTelmax21 uses local unix passwords. The User clients will be upgaded to the latest WTK thin client that allows the use of ssl certificates. The Bilmax21 users authenticate via ldap protocol to the Active Directory.

 

Disk Partitioning

For the rhel7 VM

1. 32GB root fs

2. 8 GB  tmp

3. 20 GB disk partition (vlogger) 

4. 32 GB disk partition (VM0) for RHEL 5 qemu KVM

5. 16 GB disk partition (catcom) for telmax21 apllications.

   (this incudes the ‘reports’ data which are the  user homes that currently exists as a separate partition on the physical box)

6. 32 GB disk partition for Telmax21 Informix DB (database)

7. 132 GB disk partition for  Bilmax21 (wb)

8. 128 GB (Optional Disk Partition) Backup (backup).

    (this should allow us to keep and cycle at least 3  full daily and monthly backups).

CPU / Memory

Minimum 2 CPU and the min 8 GB RAM required by rhel7 

Recommended 4 CPU 16 GB Ram

Work required by the University

Most of the work will be completed by Trans-mit.

If the University is to supply the base RHEL 7 VM, this will need to be built by a University Engineer according to the above specs. If Transmit provides the base machine, a University Engineer will be required to Install the Virtual appliance on the University Virtual Servers. Either way, the University will need  to configure the network setup, and University RedHat subscription. 

The University will also need to install/configure the Client user WTK software.

Impact 

The only impact/consequence of the upgarde is  the change to the way the client users access the Telmax21. As the security scans point out the existing undesired use of the the rlogin/rsh protocol, the Telmax21 access will be changed to use  ssh (port 22) along with ssl certificates. The WTK thin client gui, will be tunnelled over ssh.

Outage

The only outage, for the users, will be the time requied to upgrade and configure their PCs with the latest WTK thin client and Telmax21 Menu software. This should normaly take less than 30 minutes.

If the domain name is to remain the same, the University DNS will need to be changed when the new system is complete. There may also be a short outage here for the Bilmax21, as the DNS is changed. 

System Access 

During and after installation it is assumed that Transmit will have access to the virtual machine via ssh for remote diagnostics, support and health checks. This will require sudo root access for remote administration by Transmit.

Pricing and Delivery
· Installation of the Telmax21 / Bilmax21 on a RHEL-7  Virtual Machine. Installation and configuration of Informix database software. Installation and configuration of Telmax21 / Bilmax21 applications for RedHat 7, plus data transfer, test and commission. 

$4,800

Notes:

1. All prices are exclusive of GST

2. Delivery 3 to 5  weeks after receipt of order.

3. If Trans-Mit is required to attend site then a minimum $450 would apply and any time in excess of 3 hours will be charged at $125 per hour or part thereof.
4. Quotation is valid for 30 days.
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