
Victorian Government eServices Register 
Contract Variables

No AG003510
To avoid doubt: 
1. a reference to the term “Contract” in these Contract Variables is a reference to the ‘Victorian Government eServices Register Contract, Revision 5.2, 22 April 2021; and
2. the expression “intentionally left blank” means the default position under the Contract applies.
Part One - Required Information

VicTrack HPE Ref No FOL/22/286
Purchaser:

	Name
	Victorian Rail Track 

	ABN (if applicable)
	55 047 316 805

	Address
	Level 8, 1010 LaTrobe Street, Docklands, Victoria, 3008



	Notice Details 
	address: Level 8, 1010 LaTrobe Street, Docklands, Victoria, 3008
email: Telco.Contract.Management@victrack.com.au
attention:  Jaspreet Bhalla - Manager Enterprise Applications


Supplier:

	Name
	Trans-Mit Pty Ltd

	ABN/ACN/ARBN 
	ABN:12 100 711 957 / ACN: 100 711 957

	Address
	7 Wendy Court, Hampton Park. Victoria 3976

	Notice Details
	Address: as above
Email: rod@transmit.com.au
attention: Rodney Sheppard


	Clause 1 - Commencement Date and Completion Date
	For the purposes of clause 1 of the Contract, the:  

a)
Commencement Date is 1 October 2022; and

b)
Completion Date is 30 September 2023

	Clause 2 - Term
	The Purchaser has two options to extend the Term of this Contract for one year each at the Purchaser’s discretion in accordance with clause 2.2.

	Clause 4.2.3 - Services to be provided
	The Services to be provided are as described in Annexure A to these Contract Variables and also include: 

Cloud Services - no

Implementation Services - no

Development Services - no

Hosting Services - no

Managed Services - yes

Maintenance and Support Services - yes

Professional Services - no

Hardware Services - yes/no

	Clause 14 – Service Levels
	The Service Levels and Service Credits applicable to this Contract are specified in Annexure A to these Contract Variables.

	Clause 19 - Fees and Invoicing
	As set out in Schedule 1 to these Contract Variables. 

	Clause 25.1 - Ownership of Deliverables
	Intellectual Property Rights in the Deliverables created by or on behalf of the Supplier in the course of fulfilling its obligations under the Contract will be owned by the Supplier 

	Clause 29.2 - Limitation of liability
	For the purpose of clause 29.2 of the Contract liability is capped at x the amount of Fees paid by Purchaser under this contract.


Part Two - Additional Information

	Clause 5 - Transition In

If applicable, date for submission of draft Transition In Plan (Schedule 9, clause 1.1)
	The Transition In requirements in Schedule 9 do not apply.

	Clause 6.1.5 - Applicable standards and policies
	The Supplier must provide the Services and Deliverables in accordance with the Contract and the standards, policies and procedures specified in Schedule 2 to these Contract Variables. 



	Clause 10.3 - Liquidated Damages

If applicable, value of Liquidated Damages (clause 10.4)
	Liquidated Damages will not apply. 

	Clause 11.8 - use of Deliverables prior to acceptance
	Intentionally left blank.


	Clause 13 - Warranty Period
	The Warranty Period for a Deliverable commences on the date that the Deliverable is accepted by the Purchaser and ends on the later of:

(a) 90 business days after that date (Initial Warranty Period); or

(b) the date on which all Defects in the Deliverable that were notified by the Purchaser to the Supplier during the Initial Warranty Period (and any other Defects arising from those Defects) are remedied by the Supplier in accordance with the Contract. 

	Clause 13.4 - Third Party Warranties
	The Supplier must ensure that the Purchaser receives all standard manufacturer and other relevant third party warranties for the Deliverables except for the following Third Party Software:

· None

	Clause 14.2.2 - Service Level Reports
	Service Level reports are to be provided to the Purchaser monthly

	Clause 15.2 - Replacement of Key Personnel
	The Supplier’s Key Personnel are:
· [Insert name and position]
· Contact details:
The Supplier is required to obtain the Purchaser’s prior consent before removing or replacing any Key Personnel.

	Clause 22.2 - Records
	Intentionally left blank.

	Clause 24.2 - Conflict of Interest Declarations
	Intentionally left blank.


	Clause 25.5.2 - Commercial Exploitation of Pre-existing IP
	Intentionally left blank. 


	Clause 25.6 - Licence of Existing Tools
	[OPTION 1: The default position in the Contract provides that where Existing Tools are necessary for the proper functioning of any Developed Software, the Supplier grants the Purchaser a licence to use those Existing Tools in accordance with the Contract. If this is what is agreed, use this option.]
Intentionally left blank. 
[OPTION 1: If the Supplier does not agree to grant a licence to any Existing Tools, use this option.]
The Supplier is not required to grant the licence to the Existing Tools as described in clause 25.6.

	Clause 25.8 - Source code of Developed Software
	The Supplier is not required to provide source code in accordance with clause 25.8.

	Clause 26.1 - Third Party Software
	[OPTION 1: The default position in the Contract requires the Supplier to procure licences for Third Party Software for the Purchaser to contract with directly.  If this is required, use this option.]
Intentionally left blank.  
[OPTION 2a: If the Purchaser does not require the Supplier to procure licences for Third Party Software, use this option.]
The Supplier is not required to procure licences in relation to any Third Party Software pursuant to clause 26.1.
[OPTION 2b: If the Purchaser requires the Supplier to procure some licences for Third Party Software, use this option and amend accordingly.]
The Supplier is required to procure licences in relation to any Third Party Software pursuant to clause 26.1, but not for the following Third Party Software:

· (insert software which Supplier is not required to procure licences for).

	Clause 26.2 - Third Party Software (licence terms)
	[OPTION 1: The default position in the Contract requires the Supplier to ensure the Third Party Software Licences contain minimum terms. If the Purchaser requires minimum terms to be included, use this option and amend accordingly.]
The Supplier must ensure the Third Party Software licence terms for each item of Third Party Software include the following minimum terms:
· [Insert minimum term(s).]
[OPTION 2: If the Purchaser does not require minimum terms, use this option but ensure that OGC is engaged to review any licence terms.]
Intentionally left blank. 

	Clause 28.1 - Escrow
	Intentionally left blank. 


	Clause 30 - Insurances
	Intentionally left blank.


	Clause 31 - Performance Guarantee
	Intentionally left blank.

	Clause 31 - Financial Undertaking

If applicable, value of Financial Undertaking
	Intentionally left blank.  

	Clause 32.2 - Confidentiality Undertakings
	Intentionally left blank.


	Clause 33.10 - Certifications and Accreditations
	Intentionally left blank.


	Clause 34.2 - Termination following Disaster
	Intentionally left blank.

	Clause 35.8 – Local Jobs First Policy 
	The Supplier is not required to comply with the Local Jobs First Policy.

	Clause 35.8 – Social Procurement 
	The Supplier is not required to comply with the Social Procurement Compliance Plan.

	Clause 39.1 - Approved Subcontractors 
	Intentionally left blank. 



	Clause 41.2 - Time of the Essence
	Intentionally left blank.



	Schedule 8, clause 1.3 – preventative maintenance
	The Supplier is required to provide preventative maintenance in accordance with clause 1.3 of Schedule 8.

	Schedule 8, clause 1.4 – remedial maintenance
	[OPTION 1: If the Supplier is not providing Hardware Services, delete this section.]

[OPTION 2a: If the Supplier is providing Hardware Services, but is not required to provide remedial maintenance, use this option.]
Intentionally left blank.  
[OPTION 2b: If the Supplier is required to provide remedial maintenance (e.g. as per the Response or the Request), use this option.]
The Supplier is required to provide remedial maintenance in accordance with clause 1.4 of Schedule 8.

	Schedule 12, clause 1.1 – Disengagement Services
	For the purpose of clause 1.1 in Schedule 12, 5 business days is specified as the minimum period.  

	Schedule 12, clause 2.1 – draft  Disengagement Plan
	Intentionally left blank.


	Schedule 12, clause 4.2 - cost of Disengagement Services
	Intentionally left blank.  



	Signed for and on behalf of Victorian Rail Track (ABN 55 047 316 805) by its authorised representative in the presence of: 
	)
)
)
	

	
	
	

	Signature of witness
	
	Signature of authorised representative

	
	
	

	Name of witness 
	
	Name of authorised representative


	Executed by the Supplier in accordance with s 127 of the Corporations Act 2001 (Cth)

	...........................................................

Signature of Company Secretary/Director

...........................................................

Name of Company Secretary/Director (print)
	
	...........................................................

Signature of Director

...........................................................

Name of Director (print)



	..........................................................

Date
	
	...........................................................

Date



Schedule 1

Fees and Invoicing

a) Invoicing Process 

Electronic invoices (in PDF format) should be sent to APInvoices@victrack.com.au  and steve.bergen@victrack.com.au  or other address as set out in the Order, ensuring that the Purchase Order reference is clearly listed.

b) Fees

The Purchaser will be invoiced in accordance with the summary table below:
In the event when additional service is required by the Purchases it will be charges in accordance to the following rate card:

	Role /Type of resources
	Hourly Rate (ex GST)

	Solution Architect
	$250.00

	Principal Consultant / Engineer
	$225.00

	Senior Consultant/ Engineer
	$205.00

	Associate Consultant/ Engineer
	$180.00

	Graduate Consultant/ Engineer
	$120.00


Schedule 2

Applicable Standards and Policies

Part One - Standards

Not applicable.
Part Two - Policies

	Comply with VicTrack Information Management Policy (VT-PO147) Version 5.0 as amended, updated and/or replaced from time to time, which outlines obligations regarding record keeping and confidentiality under the relevant laws, standards, and guidelines. 
	
[image: image1.emf]D 11 17852[v5]   Policy-Document and Records Management-VT-PO 147.PDF



	Comply with VicTrack’s Supplier Security Requirements (IS-ST 005) VicTrack standard (IS-ST 005) dated 1 March 2017 as amended, updated and/or replaced from time to time.
	
[image: image2.emf]IS-ST 005 Supplier  security requirements.pdf



	Comply with Victorian Protective Data Security Standards V 2.0 (VPDSS 2.0) as amended, updated and/or replaced from time to time.
	https://ovic.vic.gov.au/data-protection/standards/ 

	Comply with VicTrack Change Management Policy
	
[image: image3.emf]Change Management  Policy.pdf



	Supplier will comply with VicTarck’s Environment sustainability standards which incorporates VT-PO167 Environmental Sustainability Policy Dated 18 December 2019
	https://www.victrack.com.au/-/media/victrack/documents/policies/environmental-sustainability-policy.pdf?la=en. 



	Supplier will comply with all reasonable directions given by Purchaser whilst at Purchaser premises. 


	


 No additional policies specified. The security policies described in clause 33 and the policies described in clause 35 apply to the Contract.

Annexure A

Services and Deliverables

Deliverables

The Supplier is an authorised reseller of xxxxx in this engagement the Purchaser has requested supplier to assist with the following Deliverable:
1. The Supplier will supply 400 hours per annum of Services for the Software and Hardware installed at the Site specified below from the Commencement Date of this e-Services Contract Variable.  
Exclusion
Acceptance 

The engagement will be deemed as completed or delivered once the associated services for the described items above have been provided to the satisfaction of the Purchaser.
Service Levels and Service Credits
The Service Level of the Services to be provided by Supplier  are as described by this link below or please refer to Annexure C or link https://www.xxxxx
[7717364: 23024959_1]
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SUPPLIER SECURITY
REQUIREMENTS

VicTrack standard
IS-ST-005

Document information

HPRM ref D/15/43301
Date 01 March 2017
Security class  Unclassified
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1. Purpose

The purpose of this document is to set out Information and Communications Technology Security
requirements for suppliers providing products, services and who will have ongoing access to VicTrack
information and technology assets.

2. Rationale

VicTrack relies on suppliers to support and deliver some of its technology and other assets. As a part of
a support agreement, the supplier may have permanent or temporary remote or onsite access to
VicTrack systems and non-public information.

VicTrack has created this standard to ensure the access and security requirements are provided in a
uniform and secure fashion.

3. Definitions

means the Supplier's agreement with VicTrack to which these Supplier
Agreement . .
Requirements are incorporated
Subblier Any organisation and/or individual that enters into agreement with
PP VicTrack for the supply of a product or service
4. Scope

4.1.Who this document applicable to:

e Suppliers who will have authorised access to VicTrack networks, ICT systems or non-public
information;

¢ VicTrack staff who are responsible for engaging and managing suppliers.

4.2.What this document is applicable to:

e Information;

e |T systems;

¢ Communications systems;

e Operating control systems;

e Telecommunications and other networks.

4.3.When this document is applicable:

e Atall times;
¢ Remote access;
e On site access at any VicTrack owned or managed location.

HPRM no D/15/43301 Date 01 March 2017 Review date 01 March 2019
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5. Benefits

These requirements form a part of Information Security controls safeguarding confidentiality, integrity
and availability of VicTrack systems and information by establishing secure, consistent and predictable
supplier products and services.

6. Requirements

6.1.General

1.

The supplier with access to the scoped VicTrack data must not act or engage in a practice
that contravenes the Victorian Protective Data Security Standards (VPDSS);

VicTrack reserves the right to audit the supplier on the adherence to the requirements
outlined in this document;

The Supplier must have an Information Security policy in place which meets applicable
industry standards and which is subject to review by VicTrack under a Non-Disclosure
Agreement (NDA);

Supplier Information Security Roles and responsibilities must be clearly defined and
implemented;

Supplier must return all VicTrack assets, including data and delete any copies made at
expiration of contract or contract termination;

VicTrack reserves the right to terminate the Supplier agreement should the Requirements
not found to be met.

6.2. Access security

1. Access to VicTrack information and technology resources is granted to perform the work
under the agreement and for no other purposes;
2. The supplier will be issued and must use unique named credentials for all individuals
requiring access VicTrack systems;
3. The supplier is accountable for all activities under the issued credentials;
The supplier must inform VicTrack about its staff changes affecting the nominated
individuals who have access to VicTrack information and systems;
5. The supplier and VicTrack must nominate technical contact persons, provide and maintain
contact details;
6. The supplier must ensure that any individual accessing VicTrack network and/or non-public
information must pass Police history checks;
7. The supplier is permitted to access VicTrack network through interactive session (WebEX)
where VicTrack nominated individual’s credentials are used to access the systems and this
VicTrack individual is able to observe all activities conducted by the supplier.
HPRM D/15/43301 Date 01 March 2017 Review d 01 March 2019 M
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6.3. Information security

1. The supplier will only use the information obtained from VicTrack for the purpose of
delivering the services under the Agreement;

2. Exchange of the non-public information between the supplier and VicTrack must be
performed using VicTrack secure information exchange service — Kiteworks;

3. The supplier's access to VicTrack information and technology resources is granted to do the
work under the Agreement and for no other purposes.

4. The supplier must apply appropriate VPDSS security controls to VicTrack data according to
its information classification.

6.4. Security Incidents handling

1. The supplier must notify VicTrack about security incidents potentially affecting its ability to
deliver services under the agreement to VicTrack or security of VicTrack’s data and
systems within 24 hours of the incident detection;

2. The supplier will assist VicTrack in incident response where the issued individual
credentials were used or traffic either originated or terminated in the suppliers owned,
managed or controlled systems.

6.5. Monitoring

1. VicTrack will monitor the supplier’s access to its information and systems;

2. VicTrack reserves the right to audit the supplier processes and controls related to the
services provided,;

3. The supplier must provide annual attestation regarding their (and any sub-contractors)
adherence to security requirements of this policy.

6.6. Subcontracting

1. If the supplier engages any subcontractors to deliver services to VicTrack, the engagement
of such suppliers must be approved by VicTrack;

2. The supplier is responsible to enforce these Requirements to its subcontractors

6.7.0nsite access

1. Physical access to VicTrack premises must comply with relevant VicTrack physical access
security policies;

2. Onsite access to VicTrack information and/or ICT systems will be enabled using a named
account;

. Responsibilities and accountabilities
Specific responsibilities and accountabilities include:

HPRM no D/15/43301  Date 01 March 2017 Review date 01 March 2019 V' T k
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7.1.VicTrack
Manage and monitor third parties adherence to the requirements outlined in this document.

7.2.Supplier
Adhere to the requirements set in this document.

8. Reviews and amendments

This document will be reviewed every two (2) years by VicTrack Information Security Manager, or
amended as appropriate.

9. Version history

Version Change/Review details Author or reviewer

1.0 Version for release E. Ostapenko 01/10/2016
1.1 Updated for approval reviews E. Ostapenko 23/01/2017
1.2 Approved E. Ostapenko 01/03/2017

10. Document owner

Document owner name Position

E. Ostapenko Information Security Manager
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Policy name: Supplier security requirements Page 5 of 5 |C rGC






_1695643752.pdf
Change Management Policy

1. Purpose

The objective of the Change Management Policy is to ensure that change management controls
have been implemented and that all changes to VicTrack Information Technology and
Telecommunications Systems (ICT) are effectively managed to meet the business need for change
whilst safeguarding existing production services.

2. Scope

The following areas are defined as in-scope for this policy

People

Inclusive of all personnel who
own, maintain and/or use VicTrack
resources.

e All full-time, part-time and
temporary staff employed by,
or working for or on behalf of
VicTrack.

e Contractors and consultants
working for, or on behalf of,
VicTrack.

e All other individuals and
groups who have been
granted access to Information
Technology and
Telecommunication systems
and/or key data and
information managed by
VicTrack.

e Allindividuals carrying out
works within 5 metres of
VicTrack assets.

Organisational Locations

This policy applies to all
Users of VicTrack
Information Technology and
Telecommunication systems
regardless of work location.

Technology

e This policy includes, but is
not limited to, Information
Technology and
Telecommunication systems
and resources owned,
maintained, used by or used
for VicTrack purposes.

ICT-PO-015
Change Management Policy

Approved date: 13 October 2015

Review date: 14 June 2020
Page 1 of 4
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3. Policy statements
3.1. General Statements

CHM1. All changes will be assessed, approved, implemented and reviewed in a controlled
manner as specified in the change management process; (1SO27001:2013
A.12.1.2,A.14.2.2)

CHM2. Changes will be assessed and implemented in a way which will contribute to
meeting relevant governance, legal, contractual and regulatory requirements;

CHM3. All changes will have implementation and back-out and/or remediation plans
documented; (1ISO27001:2013 A.12.1.2)

CHMA4. Information relating to all changes will be gathered, shared, analysed, controlled
and distributed across all areas of ICT;

CHMS5. All requests for change (RFC) will:
i. be recorded in the VicTrack service management system;
ii. have a clearly defined and documented scope;
ii. be classified, e.g. emergency, normal (major or minor), or standard;
iv. be assessed for their risk, impact and business benefit;

v. be authorised or rejected by the relevant change authority as defined in the
change management process;

CHM6. All emergency changes will be authorised (and reviewed after their implementation)
by the Emergency Change Advisory Board (ECAB). The ECAB will assess;

i. Whether this change is a legitimate emergency change;
ii. Whether it may be applied outside of change windows;
iii. The best time to apply the change;

iv. Whether an appropriate remediation plan is in place;

v. If the change must be tested before putting it into production;
(1ISO27001:2013 A.12.1.2, A.17.1.2)

CHMY7. The change schedule will be widely distributed to all relevant stakeholders;
(1ISO27001:2013 A.12.1.2)

CHMS8. The change management process, workflows, responsibilities and associated
procedures will be reviewed at least every 2 years;

CHM9. Implementation of an unauthorised change may result in disciplinary action.

4. Responsibilities and Accountabilities
Specific responsibilities and accountabilities include:

4.1. Change management policy owner

e Provide stewardship of the change management policy;
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o Seek feedback from the business with respect to adequacy and completeness of the policy;
e Ensure that appropriate processes and controls are in place to support this policy;
e Ensure policy is maintained and reviewed on a regular basis.
4.2. Change management process owner
e This role is the champion, advocate, design lead, coach, and protector of the Change
Management process, and is focused on process accountability;

e The change management process owner has sole responsibility for the change management
process and is accountable for maintaining supporting process documentation. The change
management process owner will:

o provide guidance and direction for the design, implementation and operation of the
change management process (including stewardship of the change management
policy) ;

o ensure the change management process is reviewed annually and continually
improved;

o implement change management process metrics;
o monitor and measure change management process performance.
4.3. Change manager

e Manage and control ICT changes within VicTrack using approved practices;

e Follow standardised methods and procedures for efficient and prompt handling of all changes to
minimise their impact on service quality, improving the day to day operations of the
organisation;

e Provide guidance and direction for the design, implementation and operation of the change
management process (including input into development of the change management policy).

4.4. Change owner
e This role applies to any staff member responsible for coordinating the development and
implementation of a specific change from start to finish’

e Obtain business manager approvals, notify stakeholders, maintain schedules and release dates
and upload relevant documentation to the record.

4.5. Change requestor (initiator)

e This role applies to all people who raise a request for change (RFC);
e The change requestor will:

o Follow the Change Management process for raising an RFC;
Assign a Change Owner to the record;
Send the change to the Business Manager or Director for approval;
Assign an initial priority, risk and impact;

Provide a clear description of the business need, goal and objective of the requested
change;

o Provide additional information regarding the change when requested by the Change
Manager;

o Participate in the Post-Change Review process if requested.
4.6. Change domain experts

o O O O

e Bring knowledge of the IT environment for which they are responsible;
e Use technical expertise to determine the risk and impact of a Change for specific domains;
e Domains can include technical, business or applications domains.

ICT-PO-015 Approved date: 13 October 2015 Review date: 14 June 2020 V' T k
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5. Relevant Documents
This policy should be read and applied in conjunction with the following documents;

IS-PO 001 Information Security Policy

IS-PO 002 Information Security Policy Review

IS-PO 003 Information Security Exemption Policy

IS-FW 001 Information Security Governance Framework
External Standard Reference — ISO/IEC 27001:2013
VT-SP 201 Enterprise Change Management Process
IS-ST 007 Change Management Standard.

1. Version History
Version Change/Review Details Author or Date of Approver Date
Reviewer review/update approved
0.1 Initial draft of new 11/06/2015
document
0.2 Release of document to Stephen Lilley 04/08/2015
VicTrack following
workshops
1.0 Approved Stephen Lilley 01/10/2015 GM 13/10/2015
Telecommunications,
Manager People,
Culture and Systems
1.0 Reviewed Stephen Lilley 14/06/2018 Doesn’t need approval as no
content changed
2. Document Owner
Document Owen Department
Stephen Lilley IT Service Delivery Telecommunications Group
Manager
ICT-PO-015 Approved date: 13 October 2015 Review date: 14 June 2020 ~
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VICTRACK POLICY
ViclTrack VERSION A1

DOCUMENT AND RECORDS MANAGEMENT POLICY

1. POLICY PURPOSE

The purpose of this policy is to ensure the appropriate creation and management of record and
document evidence within VicTrack, by establishing a corporate framework and clarifying staff
accountabilities for records and information management.

This Policy supports state records legislation, Public Records Act 1973, which requires VicTrack
to establish and maintain a records management program in compliance with standards and
codes of best practice approved by the Public Records Office of Victoria (PROV).

2. RATIONALE

VicTrack’'s documents and records are its corporate memory, providing evidence of actions, and
decisions and represent a vital information asset to support daily functions and operations.

Records support policy formulation, decision-making, protect VicTrack’s assets, help make good

use of precedents and organisational experience as well as supporting consistency, continuity,
efficiency and productivity in program delivery, management and administration.

3. DEFINITIONS

Unstructured information or object which can be treated as a unit.

Some documents are records when they are evidence of a business

transaction.
Documents

Other documents are not records, because they were not part of a business
transaction, and do not function as evidence of business activities or
decisions.

Information created or received by VicTrack in the transaction of business or
the conduct of affairs that provides evidence of the business or decisions.
Includes:

e anything on which there is writing, marks, figures, or symbols which
Records provides meaning to people qualified to interpret them;

e anything from which sounds, images or writings can be reproduced
with or without the aid of anything else; or

e maps, plans drawings or photographs.

Records created, communicated and maintained by means of electronic of

Digital records .
computer equipment.

Creation The act of making a document or record.

A deliberate action which results in the registration of a record into a
recordkeeping system. For certain business activities, this action may be part
of an electronic system so that the capture of records is concurrent with the
creation of the record.

Capture

Structured information that describes and/or allows users to find, manage,
Metadata control, understand, or preserve information over time. Metadata describes
the context, content and structure of records.

Approval Date: 16/02/2015
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n VT-PO 147
VICTRACK POLICY
ViclTrack VERSION A1

DOCUMENT AND RECORDS MANAGEMENT POLICY

4. SCOPE
This Policy is applicable to all VicTrack staff, which includes:

e Full-time, part-time, temporary staff and volunteers, employed by, or working for or on
behalf of VicTrack;

e Contractors and consultants working for or on behalf of VicTrack; and

e All other individuals and groups who have been granted access to IT systems and/or key
data and information managed by VicTrack.

This Policy applies to all VicTrack documents and records of all formats, including, but not limited

to:

e Paper,
e Emails;
o Digital/electronic documents;
e Records of conversations (file notes, meeting minutes, and audio recordings);
e Plans and maps;
e Audio and video recordings; and
e Published web-based content.

4. BENEFITS

This Policy helps realise the following business benefits to VicTrack:
e  Supports ongoing business activity and customer services;
e VicTrack’s corporate information and corporate memory is preserved and protected;
e  Access to information for authorised users in a timely manner;

e  Protects records and information required for business, legal, financial and historical
purposes and meets community expectations; and

e  Ensures compliance with legal and statutory requirements required of Victorian State
Government agencies.

Approval Date: 16/02/2015
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VICTRACK POLICY
ViclTrack VERSION A1

DOCUMENT AND RECORDS MANAGEMENT POLICY

5. POLICY STATEMENTS

6.1. CREATION AND CAPTURE

Full and accurate records must be consistently created and captured, regardless of format or
media. The creation and capture of records that are authentic, reliable, usable, and have integrity
enables the records to retain their value as evidence. They assist VicTrack to demonstrate good
governance, and enhance the reputation through transparent and accountable government.

6.1.1.Creation of records

All staff will create full and accurate records systematically as part of normal business
practice, providing meaningful and comprehensive evidence of their business-related
activities and decisions.

6.1.2.Capture of records

Records of VicTrack activities and decisions are routinely, systematically and consistently
captured and managed in HP Records Manager (HPRM), VicTrack's electronic document
and records management system, SharePoint, or the associated business application for
business transactions and decisions.

6.1.3.Useability of records

All VicTrack records will be preserved for future use from the time of their creation and
capture for the duration of the record retention period. Preservation conservation strategies
will ensure records can be retrieved and interpreted for the duration of their retention period —
both physical and digital formats.

6.2. CONTROL
6.2.1.Provision of record metadata

VicTrack staff will provide at a minimum mandatory metadata elements when creating and
capturing documents and records within records management systems. Metadata elements
assist in providing structure, context and management of business records and help records
to be understood and managed over time.

6.2.2.Tracking record movements

VicTrack document and record movements are accurately tracked using HPRM or
SharePoint to maintain information about the movement of and actions on records. Staff will
update HPRM or SharePoint with tracking information, or advise Information Management, as
close to the event as possible.

This assists VicTrack to know where business records are at all times and provides a history
of what actions are taking place on them over time.
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6.3. ACCESS AND SECURITY
6.3.1.0pen access

Access to documents and records must be open, unless there is a justifiable reason to
restrict or secure access.

6.3.2.Justifiable access restrictions

Any restriction of access to records, or use of records, must be justifiable and where possible,
restricted based on roles and groups, rather than individuals.

6.3.3.Use of records

VicTrack documents and records must only be used for authorised purposes; taking into
account all relevant legislation, access, copyright or licensing conditions.

6.3.4.Security of records

Those records which must have restricted access, must be adequately secured by
application of security and access controls in HPRM or SharePoint to prevent unauthorised
access, alteration, destruction or release.

6.4. STORAGE

All records will be stored in a manner which ensures they are preserved, identifiable, and
accessible to all authorised officers, but protected from unauthorised access where
necessary. This applies regardless of format of the records or the media they are stored on.

6.4.1.Storage of hardcopy records

Hardcopy records which are still active will be stored in a safe, secure and accessible
location, easily identifiable and accessible to authorised staff.

Staff will take care to ensure hardcopy records are not stored in facilities or environments
which are detrimental to the preservation of records.

Hardcopy records that are no longer active, and are for temporary retention, will be
transferred at the earliest possible convenience to commercial storage to await final disposal
action. Information Management must be notified in order to sentence records and coordinate
the transfer. No records are to be transferred to unofficial storage facilities.

Hardcopy records to be retained permanently will be transferred at the earliest possible
convenience to the archive facility at Spotswood for preservation and preparation for transfer
to the Public Records Office of Victoria (PROV).

6.4.2.Storage of digital records

Digital records will be stored in corporate document and records management systems only.
HPRM, SharePoint and business applications are the storage repositories suitable for the
management of business documents and records.

Staff will not use external storage devices such as flash drives, portable hard drives, or file
shares and directories (e.g. H drive, C drive) as the primary storage repository of corporate
information.
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Digital records for temporary retention will be managed in accordance with the Victorian
Electronic Records Strategy (VERS) outlined by the PROV and will be sentenced and
digitally disposed of when no longer required for legislative or business purposes.

Digital records for permanent retention will be managed in accordance with the Victorian
Electronic Records Strategy (VERS) outlined by the PROV and will be electronically
transferred when appropriate to the PROV for storage and preservation.

6.4.3.Vital records

Disaster recovery and business continuity plans will identify vital records, those which are
required by VicTrack in order to continue operating in the event of a disaster or disruption to
business, and will also provide guidance for their identification, management, and
conservation, in the event of a disaster or disruption to business.

Vital records should be captured and classified in the corporate records system HPRM, to aid
preservation, retrieval and conservation in the event of a disaster and to aid business
continuity.

6.5. DISPOSAL
Records must not be destroyed, unless it is in accordance with the Public Records Act 1973,
and one of the following Retention and Disposal Authorities

e General Retention and Disposal Authority for Records of Common Administrative
Functions (PROS 07/01);

e Converted Source Records Disposal Authority (PROS 10/01);

e Transport Asset Management function Records Disposal Authority (PROS 14/03); or

e Telecommunications Asset Management function Records Disposal Authority

(PROS 14/04).

Records must be protected, maintained, identifiable, and useable for their entire retention
period, as outlined in one of the above-listed records disposal authorities, endorsed by
PROV as State Disposal authorities.
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6. RESPONSIBILITIES AND ACCOUNTABILITIES

The Public Records Act 1973 requires VicTrack to make and keep full and accurate records as
evidence of its business activities.

This Policy applies to all VicTrack employees, consultants and contractors. Specific
responsibilities and accountabilities for records management at VicTrack include:

7.1. Chief executive

The Chief Executive is accountable for ensuring that the VicTrack document and records
management program satisfies its operational and legislative obligations, including
allocating necessary resources to undertake the program of work.

7.2. General Managers

General Managers are responsible for ensuring records management practices within
their respective departments are in accordance with this Policy and the Procedures
outlined in related documents.

7.3. Information Management
The Information Management team is responsible for:
e Implementing and continually improving VicTrack’s Information Management
Program which includes procedures for managing documents and records;

e Defining VicTrack’s requirements for records management, recordkeeping and
information management;

e Ensuring VicTrack employees are aware of their roles and responsibilities and
providing sufficient records management training and awareness programs; and

e Maintaining and reviewing policies and procedures in relation to document and
records management.

7.4. All VicTrack Employees

All VicTrack employees, including consultants and contractors, are responsible for good
recordkeeping and each staff member must comply with records management
procedures and practices that relate to their position.

Employees are required to:

e Create records to support the conduct of VicTrack business activities and
accurately justify or explain VicTrack actions and decisions;

e Learn how and where records are kept and managed within VicTrack;

e Capture electronic records, including emails, into either HPRM or SharePoint;
e Register paper/hardcopy records in HPRM;

e Seek authority from Information Management before destroying records; and

e Be aware of document and records management procedures as outlined in this
and other related documents.

VicTrack will support staff by including document and records management responsibilities
and procedures in induction and training programs.
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7. LEGISLATIVE AND REGULATORY FRAMEWORK

e Victorian Public Records Act 1973

e Victorian Evidence Act 2008

e Victorian Crimes (Document Destruction) Act 2006
e Victorian Electronic Transactions Act 2000

e Victorian Freedom of Information Act 1982

e Victorian Information Privacy Act 2000

e PROS 10/10: Strategic Management Standard

e PROS 10/17: Operations Management Standard
e PROS 11/07: Capture Standard

e PROS 11/09: Control Standard

e PROS 11/10: Access Standard

e PROS 10/13: Disposal Standard

8. RELATED DOCUMENTS

This policy should be applied in conjunction with the following documents;
e VicTrack's Document and Records Management Framework
e VicTrack’s Information Security Management Policy; and
e PROV-approved records retention and disposal authorities.

9. AMENDMENTS

This Policy will be reviewed annually by the Manager, Information Management and modified
where appropriate.

Users will be provided with access to this Policy via VicTrack’s intranet, MyHub.
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